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				THE DARK SIDE OF DIGITAL ART: MONEY LAUNDERING RISKS AND REGULATORY CHALLENGES IN SOUTH AFRICA’S NON-FUNGIBLE TOKEN MARKET

				SUMMARY

				The rapid adoption of Non-Fungible Tokens (NFTs) has revolutionised the digital art and collectibles markets. NFTs present novel opportunities for creators and investors alike. However, with such opportunities also comes the risk of money laundering through NFTs. The South African digital art market has not been spared from the rising phenomenon of NFTs. This rising phenomenon has brought with it questions regarding whether the South African anti-money laundering (AML) regime can adequately counter the challenge of money laundering through NFTs. This is particularly so if one considers that, generally, the AML regulatory framework for NFTs is still nascent, not only in South Africa, but also globally. Thus, this contribution comparatively examines the AML regulation of NFTs in South Africa to establish the adequacy and efficacy of the country’s AML regime. The paper concludes that while NFTs are still new, they can be dealt with under the blanket regulation for crypto assets and in specific use cases, AML regulations may be applied to them.

				Keywords: Non-Fungible Tokens (NFTs); Money Laundering; AML; Crypto Assets; Digital Art; NFT Regulation; South African digital art market

				INTRODUCTION

				Crime and technology have long been intertwined. They both evolve over time to adopt new and complex forms.1 This adaptive nature is clearer in the evolution of the global challenge of money laundering and its nexus with technology. Law enforcement now considers the traditional concept of laundering money predictable and easy to deal with.2 In response, organised crime groups and professional money launderers have modified the laundering techniques to remain ahead of law 

				
					
						1	Purkey 2010:111.

					
					
						2	Cassara 2016:14
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				enforcement agencies.3 The modification has become more pronounced in the digital art markets where non-fungible tokens (NFTs) have become the new vehicle through which criminals may now launder money.4 NFTs are popular not only with legitimate investors but also with criminals who find them appealing in their money laundering schemes.5 This paper proposes to examine how the problem of money laundering through NFTs in the digital art markets could be solved under the South African AML regime. The contribution seeks to achieve two broad objectives. First, to critically analyse whether NFTs can be exploited for money laundering. Secondly, to put forward proposals as to how NFTs should be regulated in order to mitigate money laundering risks. In this regard, the paper is structured as follows. First, it provides an overview of the emergence of NFTs and the concept of digital art markets. Secondly, the contribution explores how NFTs may be exploited for money laundering purposes generally. Thirdly, the paper examines how NFTs may be regulated for AML purposes in the context of South Africa. Fourthly, this piece draws some comparative perspectives from the European Union (EU), the United Kingdom (UK) and the United States of America (US) on how AML regulation of NFTs may best be achieved under the South African AML regime.

				THE EMERGENCE AND NATURE OF NFTs

				2.1	Definition and nature

				NFTs are a novel type of art which is digital in form.6 They can be defined simply as digital units or tokens on a blockchain network, which represents ownership of either music, images, physical or virtual assets.7 NFTs come in various forms of digital assets such as video games, music, art works, physical property or even virtual worlds.8 As a result, NFTs can represent virtually anything from digital art to physical assets.9

				To further understand the nature of NFTs one has to appreciate the concept of fungibility. An asset is regarded as fungible where it can be replaced by a similar or identical item of the same quality and quantity.10 Money is a good example of a fungible asset. A non-fungible asset cannot be replaced by another item of perceived similar value given the intrinsic individuality of the asset 

				
					
						3	Purkey 2010:112.

					
					
						4	Kafteranis & Turksen 2022:23. See also Owen & Chase “NFTs: A new frontier for money laundering?”, https://rusi.org/explore-our-research/publications/commentary/nfts-new-frontier-money-laundering (accessed on 17 May 2025).

					
					
						5	Kafteranis & Turksen 2022:23; Aizenman 2023:1180.

					
					
						6	See Houser & Holden 2022:1; Aizenman 2023:1190; Narang 2021:1.

					
					
						7	See US Department of the Treasury “Study of the facilitation of money laundering and terror finance through the trade in works of art”, https://home.treasury.gov/system/files/136/Treasury_Study_WoA.pdf (accessed on 25 February 2025); Jordanoska 2021:716; Inacio 2022:14.

					
					
						8	Kafteranis & Turksen 2022:24.

					
					
						9	Kafteranis & Turksen 2022:24.

					
					
						10	Inacio 2022:13.
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				itself.11 This is the nature of NFTs. A distinction has nonetheless to be drawn between NFTs and other types of crypto assets or blockchain-based tokens such as Bitcoin.12 NFTs are different from cryptocurrency although they are created using the same blockchain technology.13 A cryptocurrency is originally designed as a means of exchange while NFTs are not.14 Cryptocurrencies are fungible while NFTs are not.15 These are some of the basic differences between the two, which may illustrate the nature of NFTs.

				2.2	Historical overview

				In scholarly work, NFTs are generally considered as emerging given that they were first created as recently as 2014.16 However, they soon gained popularity and became a global trend in 2021 with the purchase by MetaKovan of Beeple’s NFT named Everydays: the First 5000 Days for USD 69 million from Christie’s.17 Around the same time, other famous NFTs that seemed to popularise the phenomenon are Jack Dorsey’s first tweet ‘just setting up twttr’ which fetched US$2.9 million and the NBA Top Shot Moments NFT.18 Since then, the NFT phenomenon seems to be continuously on the rise.

				2.3	Technology of creation

				NFTs are created following Ethereum Request for Comment 721 (ERC-721)19 guidelines, which are a standard set of rules for creating such tokens on the blockchain.20 The NFTs are then traded through smart contracts.21 Smart contracts are digital protocols which are executed on the blockchain network such as Ethereum.22 The sale of NFTs is done through encryption codes where 

				
					
						11	Kafteranis & Turksen 2022:25; Inacio 2022:13.

					
					
						12	Kafteranis & Turksen 2022:25.

					
					
						13	Houser & Holden 2022:893.

					
					
						14	Kafteranis & Turksen 2022:25; Jordanoska 2021:716.

					
					
						15	Houser & Holden 2022:894; Aizenman 2023:1202.

					
					
						16	Inacio 2022: 14; Houser & Holden 2022:893.

					
					
						17	Kafteranis & Turksen 2022:24; Aizenman 2023:1192; US Department of the Treasury “Study of the facilitation of money laundering and terror finance through the trade in works of art”, https://home.treasury.gov/system/files/136/Treasury_Study_WoA.pdf (accessed on 4 February 2025); Inacio 2022:1; Trautman 2022:363.

					
					
						18	Inacio 2022:1; Trautman 2022:363.

					
					
						19	An ERC is a collection of guidelines used for data formatting and transmission similar to Bitcoin Improvement Proposals. It is created through submission of proposals through Ethereum Improvement Proposal, see BitDegree “What is Ethereum Request for Comment (ERC)?”, https://www.bitdegree.org/crypto/learn/crypto-terms/what-is-ethereum-request-for-comment-erc (accessed on 14 February 2025).

					
					
						20	See Inacio 2022:14; Bjelajac & Bajac 2022:29; Sifat et al. 2024:8.

					
					
						21	Kafteranis & Turksen 2022:25.

					
					
						22	US Department of the Treasury “Study of the facilitation of money laundering and terror finance through the trade in works of art”, https://home.treasury.gov/system/
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				the transaction record is permanently stored in the database.23 The purchase of NFTs is usually done through a cryptocurrency called Ether although other modes of payment may also be used.24

				2.4	Adoption and risks in South Africa

				In South Africa, the NFT phenomenon has been lagging behind in comparison with other jurisdictions such as the UK and the US.25 While there is appreciation of the existence and market value of NFTs in the digital markets, it has not been as explosive as what has been happening in the global markets.26 Nonetheless, reports from the South African digital art markets indicate that a local NFT digital market called Momint, which was established in 2021, successfully sold an NFT for R150 00027 with the funds going towards charity, in this case the Brian Habana Foundation.28 Adding to the NFT frenzy in South Africa, Worldart, an art gallery in Cape Town, is also reportedly the first gallery in the country to put up art work for sale in the form of an NFT.29 Furthermore, Rubber Duc, a South African pop music group, also released 

				
					
						files/136/Treasury_Study_WoA.pdf (accessed on 4 February 2025); Kafteranis & Turksen 2022:25.

					
					
						23	Aizenman 2023:1191.

					
					
						24	Aizenman 2023:1191.

					
					
						25	Smith “Non-Fungible Tokens: Introduction and application of taxation principles within South Africa”, https://www.researchgate.net/publication/386744293_Non-Fungible_Tokens_Introduction_and_Application_of_Taxation_Principles_within_South_Africa (accessed on 20 February 2025); Malinga “SA’s NFT market falls behind as buoyant counterparts cash in”, https://www.itweb.co.za/article/sas-nft-market-falls-behind-as-buoyant-counterparts-cash-in/Olx4zMknOYB756km (accessed on 17 May 2025).

					
					
						26	Business Wire “South Africa NFT Market Intelligence and Future Growth Dynamics Report 2022: NFT Spend Value will increase from $1315.8 million in 2022 to reach US$7420.2 million by 2028 – ResearchAndMarkets.com”, https://www.businesswire.com/news/home/20221212005741/en/South-Africa-NFT-Market-Intelligence-and-Future-Growth-Dynamics-Report-2022-NFT-Spend-Value-will-Increase-from-%241315.8-Million-in-2022-to-Reach-US%247420.2-Million-by-2028---ResearchAndMarkets.co (accessed on 17 May 2025).

					
					
						27	Jacobs “NFT marketplace launches with Bryan Habana, The Kiffness and more SA celebs”, https://iol.co.za/technology/fintech/2021-04-30-nft-marketplace-launches-with-bryan-habana-the-kiffness-and-more-sa-celebs/; Smith “Non-fungible tokens: Introduction and application of taxation principles within South Africa”, https://www.researchgate.net/publication/386744293_Non-Fungible_Tokens_Introduction_and_Application_of_Taxation_Principles_within_South_Africa (accessed on 17 May 2025).

					
					
						28	Jacobs “NFT marketplace launches with Bryan Habana, The Kiffness and more SA celebs”, https://iol.co.za/technology/fintech/2021-04-30-nft-marketplace-launches-with-bryan-habana-the-kiffness-and-more-sa-celebs/ (accessed on 17 May 2025).

					
					
						29	Walker “First for SA’s NFT artists as gallery buys into digital space”, https://www.timeslive.co.za/sunday-times-daily/lifestyle/2021-04-05-first-for-sas-nft-artists-as-gallery-buys-into-digital-space/ ; Drake “Worldart gallery to become the first SA gallery to auction an NFT” https://globalcrypto.tv/worldart-gallery-to-become-the-first-sa-gallery-to-auction-an-nft/; (accessed on 17 May 2025).
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				their single in 2021 as an NFT to be sold in Ether.30 These initiatives show that while the South African NFT market is still in its infancy, it is indeed growing.31 Nonetheless with this growth comes the potential threat of criminal activities through the same NFTs if proper regulatory safeguards are not put in place.

				ART TRADE AND MONEY LAUNDERING

				Generally, the sale of traditional art occurred through intermediaries.32 However, with the emergence of technological interventions art markets have since embraced the digital way of doing business.33 This is in recognition of the fact that although traditional art would generally refer to physical artefacts, a broad and modern view of works of art may also include digital art or collectibles such as those represented through NFTs.34 For instance, art dealers such as Christie’s and Sotheby’s are also increasingly offering NFTs, departing from their traditional line of business.35 They are now facilitating the sale of NFTs on online platforms such as OpenSea, Nifty Gateway, SuperRare and Rarible.36 These digital art markets are universally accessible to buyers and sellers thereby presenting regulatory challenges since laws differ from one country to another.37

				In the English case of Rachmaninoff v Sotheby’s and Teranyi,38 the court notes that works of art are increasingly abused by criminals in money laundering schemes.39 Art trade has also been linked to the problem of trade-based money laundering.40 This has prompted several jurisdictions to place art trade under the purview of their AML rules. For example, in the EU, art markets are now addressed through the 5th AML Directive (AMLD5).41 In the US, art dealers under the Illicit Art and Antiquities Trafficking Prevention Act42 have 

				
					
						30	Shaw “NFTs in the African music industry”, https://www.musicinafrica.net/magazine/nfts-african-music-industry (accessed on 17 May 2025).

					
					
						31	Grand View Research “South Africa non fungible token (NFT) market size & outlook” https://www.grandviewresearch.com/horizon/outlook/non-fungible-token-nft-market/south-africa (accessed on 17 May 2025).

					
					
						32	See Purkey 2010:111-144 and Hufnagel & King 2019:1-20.

					
					
						33	See Kafteranis & Turksen 2022:25; Fairfield 2022:1275; Inacio 2022:1; Jordanoska 2021:716.

					
					
						34	FATF “Money laundering and terrorist financing in the art and antiquities market”, https://www.fatf-gafi.org/en/publications/Methodsandtrends/Money-Laundering-Terrorist-Financing-Art-Antiquities-Market.html (accessed on 20 October 2024).

					
					
						35	See US Department of the Treasury “Study of the facilitation of money laundering and terror finance through the trade in works of art”, https://home.treasury.gov/system/files/136/Treasury_Study_WoA.pdf (accessed on 4 February 2025); Trautman 2022:363.

					
					
						36	See Kafteranis & Turksen 2022:25; Fairfield 2022:1275; Inacio 2022:1; Jordanoska 2021:716. 

					
					
						37	Aizenman 2023:1203.

					
					
						38	Rachmaninoff v Sotheby’s and Teranyi [2005] EWHC 258 (QB): par. 35.

					
					
						39	See Hufnagel & King 2019:2.

					
					
						40	See Purkey 2010:128.

					
					
						41	Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 (AMLD5). See also Hufnagel & King 2019:1.

					
					
						42	(2018-H.R. 5886).
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				been added to the list of financial institutions with AML reporting duties under the Bank Secrecy Act.43 In the UK, art dealers are subject to money laundering offences under the Proceeds of Crime Act44 and AML obligations under the Money Laundering and Terrorist Financing (Amendment) Regulations 2019 (MLRs 2019).45 With respect to South Africa, it appears as if the general AML laws applicable to all sectors of the economy – namely the Financial Intelligence Centre Act46 (FICA) and the Prevention of Organised Crime Act47 (POCA) – will apply to art trade. This is because there is no specific guidance devoted to the art sector, either from the Financial Intelligence Centre (FIC) or the South African Reserve Bank’s (SARB) Prudential Authority. As regards NFTs, it is unclear whether they are covered by any of the existing AML laws and therefore the extent of such coverage is worth examining.

				DIGITAL ART MARKETS AND MONEY LAUNDERING THROUGH NFTs

				The advance in technology in the digital art space presents new financial crime risks.48 In particular, trading in NFTs may pose a heightened risk of money laundering.49 Despite this, it is worth noting that the extent of illicit activities through NFTs is not yet quantifiable.50 The Financial Action Task Force (FATF)51 pledges to continue monitoring the trade of NFTs to establish the extent of money laundering activities through them.52

				
					
						43	See Hufnagel & King 2019:1; Alessandra 2019:705.

					
					
						44	Act 2002.

					
					
						45	Hufnagel & King 2019:11.

					
					
						46	38 of 2001.

					
					
						47	121 of 1998.

					
					
						48	US Department of the Treasury “Study of the facilitation of money laundering and terror finance through the trade in works of art”, https://home.treasury.gov/system/files/136/Treasury_Study_WoA.pdf (accessed on 4 February 2025); Jordanoska 2021:716.

					
					
						49	See Jordanoska 2021:716; FATF “Virtual assets: Targeted update on implementation of the FATF standards on VAs and VASPs”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2024.html (accessed on 25 January 2025).

					
					
						50	FATF “Money laundering and terrorist financing in the art and antiquities market”, https://www.fatf-gafi.org/en/publications/Methodsandtrends/Money-Laundering-Terrorist-Financing-Art-Antiquities-Market.html (accessed on 20 February 2025).

					
					
						51	An international organisation devoted to the combatting of money laundering and the countering of terrorist financing through issuance of standards and recommendations. It is headquartered in Paris, France and was formed in 1989 with countries as members spanning across the globe, including South Africa, which joined it in 2003 as the only African country with full membership in the organisation, see FATF “South Africa” https://www.fatf-gafi.org/en/countries/detail/South-Africa.html (accessed on 25 February 2025).

					
					
						52	FATF “Money laundering and terrorist financing in the art and antiquities market”, https://www.fatf-gafi.org/en/publications/Methodsandtrends/Money-Laundering-Terrorist-Financing-Art-Antiquities-Market.html (accessed on 20 February 2025).
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				The digital art market and NFTs have characteristics that expose them to money laundering.53 First, the ability to trade NFTs on a peer-to-peer basis without the involvement of intermediaries makes self-laundering possible.54 The lack of third-party verification makes it easier to manipulate the market and disguise the trail of dirty money, turning NFT platforms into potential tools for financial crime.55 NFT trade platforms differ in structure and operation and no single trade platform has the same operational standards.56 For example, marketplaces implement varying Customer Due Diligence (CDD) protocols. This makes some platforms more vulnerable to money laundering than others.57

				Secondly, NFTs can be traded on the blockchain network without limit to geographic location. This makes enforcement of AML laws difficult. Unlike traditional financial transactions, which are typically subject to jurisdictional regulations, NFT transactions occur on decentralised platforms that operate globally, and these often bypass national regulatory frameworks.58 This borderless nature of blockchain technology poses significant challenges for the enforcement of AML laws, since regulatory authorities may lack the means to monitor or control cross-border NFT transactions effectively.59 The current AML regulatory infrastructure, which relies heavily on geographic jurisdiction and centralised oversight, struggles to adapt to the decentralised and transnational characteristics of NFT markets.60 This regulatory gap underscores the need for international cooperation and innovative legal mechanisms to address the evolving risks associated with digital asset transactions.61

				Thirdly, the trade of NFTs is also often characterised by anonymity in the blockchain network, thereby making the application of Know Your Customer (KYC) and CDD measures difficult.62 Art markets have a culture of secrecy which have proved attractive to money launderers.63 The emergence of NFTs, therefore, presents an additional layer of secrecy and complexity which may 

				
					
						53	FATF “Money laundering and terrorist financing in the art and antiquities market”, https://www.fatf-gafi.org/en/publications/Methodsandtrends/Money-Laundering-Terrorist-Financing-Art-Antiquities-Market.html (accessed on 20 February 2025).

					
					
						54	See US Department of the Treasury “Study of the facilitation of money laundering and terror finance through the trade in works of art”, https://home.treasury.gov/system/files/136/Treasury_Study_WoA.pdf (accessed on 20 February 2025); Bjelajac & Bajac 2022:23.

					
					
						55	Kafteranis et al. 2023:22; Mosna & Soana 2023:5.

					
					
						56	Kafteranis et al. 2023:23; Ekinci 2023:12.

					
					
						57	Mosna & Soana 2023:5; US Department of the Treasury “Study of the facilitation of money laundering and terror finance through the trade in works of art”, https://home.treasury.gov/system/files/136/Treasury_Study_WoA.pdf (accessed on 4 February 2025).

					
					
						58	Mosna & Soana 2023:5; Kafteranis et al. 2023:25.

					
					
						59	Kafteranis et al. 2023:24; Sifat et al. 2024:18.

					
					
						60	Kafteranis et al. 2023:25.

					
					
						61	Houser & Holden 2022:939.

					
					
						62	See Jordanoska 2021:716; Kafteranis & Turksen 2022:24.

					
					
						63	Purkey 2010:121.
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				make the combatting of money laundering in the digital art market even more difficult.64 There is a risk that dealers in NFTs may transact using illicit funds anonymously.65

				Fourthly, NFTs, just like any pieces of art, are subject to price volatility and their valuation are subjective.66 The subjectivity in valuation of digital assets such as NFTs imply that criminals may move large sums of illegal funds through trade-based money laundering (TBML), which often rely on the falsification of price.67 TBML typically involves over- or under-invoicing transactions to disguise the movement of illegal proceeds.68 In the NFT market, where prices are often determined by speculative demand rather than intrinsic value, professional money launderers may inflate prices through wash trading69 or collusive bidding, thereby laundering money under the guise of legitimate sales.70

				THE REGULATION OF NFTs IN SOUTH AFRICA

				South Africa does not have express laws that speak to the regulation of NFTs. However, this does not mean that NFTs are completely unregulated. On the contrary, a combination of existing laws, guidelines and emerging regulatory guidelines are being used to govern the operation of NFTs.

				5.1	FSCA classification and market share

				The Financial Sector Conduct Authority (FSCA), which is the regulatory and supervisory body for Crypto Asset Financial Service Providers (CASPs) in South Africa, classify NFTs as one type of crypto assets.71 Other forms of crypto assets recognised in the country are security tokens, utility tokens, unbacked crypto assets, stable coins and Central Bank Digital Currencies (CBDCs).72 The FSCA defines an NFT as a unique digital asset that represents ownership of a specific item or asset such as art, music, in-game items, or videos.73 This definition is consistent with the one given by the FATF even though the 

				
					
						64	Aizenman 2023:1180.

					
					
						65	Aizenman 2023:1180; Alessandra 2019:705.

					
					
						66	See Kafteranis & Turksen 2022:23; Aizenman 2023:1187; Purkey 2010:123.

					
					
						67	See FATF “Trade-Based Money Laundering Typologies”, https://www.fatf-gafi.org/en/publications/Methodsandtrends/Trade-basedmoneylaunderingtypologies.html (accessed on 24 February 2025).

					
					
						68	Delston & Walls 2009:87; Chhina 2014:665; Hataley 2020:1.

					
					
						69	This practice is also known as self-dealing and is a deceptive practice whereby a person buys and sells the same NFT to themselves in order to artificially inflate the price and trade volumes thereby creating a false market activity and making the NFT to appear more valuable than it actually is, see Serneels 2023:1.

					
					
						70	Trautman 2022:363; Houser & Holden 2022:904; Sifat et al. 2024:4; Mosna & Soana 2023:10. 

					
					
						71	FSCA South Africa’s Crypto Assets Market Study (2022) 14.

					
					
						72	FSCA Market Study 14. See also Adelowotan 2024:79.

					
					
						73	FSCA Market Study 14.
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				organisation uses the term “virtual asset” to refer to crypto assets.74 The FSCA employs a risk-based supervisory approach in overseeing the activities of various CASPs.75 According to its findings, NFTs in South Africa occupy 4 per cent of the crypto asset market share.76

				5.2	Intergovernmental Fintech Working Group (IFWG)/Crypto Assets Regulatory Working Group (CARWG) guidance

				The primary policy statement regarding crypto assets for South African financial authorities, including NFTs, is encapsulated in the final position paper of the CARWG of June 2021, which operates as a sub-working group of the IFWG.77 This final position paper outlined 25 recommendations concerning crypto assets and associated activities, effectively offering a roadmap for establishing a regulatory framework for CASPs in South Africa.78 Although the aforementioned paper does not specifically address money laundering concerns in NFTs, it established the basis of, at least, regulating them as a type of crypto asset.

				5.3	Crypto Asset Licensing under the Financial Advisory and Intermediary Services Act (FAISA)79

				In October 2022, the FSCA issued General Notice 1350 of 2022 in Government Gazette 47334.80 This notice classified crypto assets as financial products under the FAISA.81 This classification laid the groundwork for a regulatory and licensing framework, mandating that any individual or entity within the South African jurisdiction offering financial advice or intermediary services related to crypto assets or NFTs must register as a financial services provider.82 This measure was aimed at addressing deficiencies in the crypto asset ecosystem concerning consumer protection and market conduct.83 It also paved the way for the invocation of AML regulations to the crypto asset field.

				
					
						74	Nonetheless the terms “NFT”, “crypto asset” or “virtual asset” are used interchangeably in this contribution to refer to one concept. Where there is a need to refer to NFTs proper, it will be indicated as such. However, the terms “crypto” and “virtual assets” refer to broader kinds of such assets, which are often inclusive of NFTs.

					
					
						75	FSCA Market Study 10.

					
					
						76	FSCA Market Study 10.

					
					
						77	See FSCA Market Study 8; Milne & Lawack 2024:26. The IFWG is a joint initiative formed by various South African financial sector regulators, such as National Treasury, the FIC, the FSCA, the National Credit Regulator (NCR), the South African Reserve Bank (SARB), the South African Revenue Service (SARS), and the Competition Commission.

					
					
						78	See FSCA Market Study 8. See also Adelowotan 2024:79.

					
					
						79	37 of 2007.

					
					
						80	See FSCA Market Study 9; Milne & Lawack 2024:27.

					
					
						81	See FAISA:sec. 1(h). See also FSCA Market Study 9; Milne & Lawack 2024:27.

					
					
						82	See FSCA Market Study 9; Milne & Lawack 2024:27.

					
					
						83	Milne & Lawack 2024:27.
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				AML REGULATION FOR NFTs IN THE DIGITAL ART MARKETS IN SOUTH AFRICA

				6.1	Registration

				As of 19 December 2022 all CASPs in South Africa were required to register with the FIC as accountable institutions.84 Furthermore – following the classification of crypto assets as financial products under the Financial Advisory and Intermediaries Services Act85 – any business operator in South Africa that advises or provides intermediary services in relation to crypto assets was also designated an accountable institution under the FICA as of 1 December 2023.86

				6.2	CASPs AML obligations for NFTs

				Following the declaration of crypto assets as a financial product, the FSCA noted that activities related to crypto assets, including NFTs, present substantial risks to financial consumers.87 In concurrence with this observation, CASPs have reported to the FSCA that AML and KYC risks are some of the most pervasive risks affecting their operations in South Africa.88 In recognition of this risk, the FSCA encourages CASPs to conduct CDD, monitor crypto asset transactions and report any suspicious activity emanating from such transactions.89

				The FIC is central to the combatting of money laundering activities in South Africa.90 In line with the FSCA’s position, the FIC recognises NFTs as a type of crypto asset in South Africa.91 Consequently, it is the preserve of the FIC to regulate NFTs against potential abuse for money laundering activities.92 To that end, the FIC acknowledges that due to their characteristics such as cross-border usage, pseudonymous nature in ownership and anonymity in funding and trading, NFTs are vulnerable to abuse by criminals.93 Therefore, the FIC 

				
					
						84	See FICA: item 22 of schedule 1.

					
					
						85	37 of 2002.

					
					
						86	See FICA: item 12 of schedule 1. See also Adelowotan 2024:80.

					
					
						87	FSCA Market Study 9.

					
					
						88	FSCA Market Study 41.

					
					
						89	FSCA Market Study 41. The CDD measures and the reporting of suspicious transactions are AML obligations for accountable institutions provided for under FICA:sec. 21 and 29.

					
					
						90	See FICA:secs. 3-4.
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				requires CASPs to comply with the AML obligations of accountable institutions under the FICA, the FIC Guidance Note 7 and other relevant regulations.94 These AML obligations include CDD,95 account monitoring and the reporting of suspicious crypto asset transactions, among other obligations.96

				6.3	FIC Directive 9 (Travel Rule)

				On 15 November 2024 the FIC, through the Government Gazette,97 issued Directive 998 regarding the Travel Rule for accountable institutions involved in the transfer of crypto assets, including NFTs.99 The Directive came into effect on 30 April 2025.100 It concerns the implementation of the FATF Recommendation 16101 pertaining to wire transfers or electronic fund transfers in relation to crypto asset transfers by accountable institutions.102 The Travel Rule stipulates that wire transfers in crypto asset transactions should be accompanied by certain information that identifies both the payer and the payee.103 Thus, the FIC’s Directive 9 is South Africa’s own version of the adoption of the Travel Rule aimed at ensuring that institutions involved in crypto asset transfers comply with the requirements of Recommendation 16 from the FATF.104
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						95	FICA:secs. 20-21.

					
					
						96	See FIC Guidance on Crypto Asset 9-14. See also FICA:sec. 29.
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						98	FICA:sec. 43A(3).

					
					
						99	See FIC “Directive 9”, https://www.fic.gov.za/wp-content/uploads/2024/04/Draft-Directive-9-Travel-rule-relating-to-crypto-asset-transfers.pdf (accessed on 20 February 2025).

					
					
						100	See FIC “Directive 9”, https://www.fic.gov.za/wp-content/uploads/2024/04/Draft-Directive-9-Travel-rule-relating-to-crypto-asset-transfers.pdf (accessed on 20 February 2025).

					
					
						101	The FATF is considering amending Recommendation 16 and its Interpretive Note 16 to ensure that they are technology-neutral and align with the principle of ‘same activity, same risk, and same rules’. Public consultations for these proposed amendments closed on 18 April 2025, see FATF “Second Consultation on Recommendation 16 on Payment Transparency”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/R16-public-consultation-February-2025.html (accessed on 11 May 2025). In the context of money laundering through NFTs, this may imply that irrespective of the nature of the NFT involved, as long as it poses a financial crime risk similar to a different type of NFT, the same AML rules may have to be applied.

					
					
						102	See FIC “Directive 9”, https://www.fic.gov.za/wp-content/uploads/2024/04/Draft-Directive-9-Travel-rule-relating-to-crypto-asset-transfers.pdf (accessed on 20 February 2025).
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						104	See FIC “Directive 9”, https://www.fic.gov.za/wp-content/uploads/2024/04/Draft-Directive-9-Travel-rule-relating-to-crypto-asset-transfers.pdf (accessed on 20 February 2025).
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				AML REGULATION FOR NFTs: GUIDANCE FROM THE FATF

				The FATF acknowledges that NFTs can be employed to launder proceeds of crime. This is usually undertaken in combination with other money laundering methods to fully obfuscate the illicit origins of the funds involved.105 While NFTs may be employed in money laundering schemes, they are more often useful in fraud and thefts than in the other forms of associated crimes such as terrorist financing.106

				To guide its membership on how to deal with money laundering in virtual assets, including NFTs, the FATF has issued white papers.107 These include the June 2019 Guidance for a Risk-Based Approach to Virtual Assets and Virtual Asset Service Providers,108 which the FATF has since updated in October 2021.109 The other white paper by the FATF is the Virtual Assets: Targeted Update on Implementation of the FATF Standards on VAs and VASPs of 2024,110 concerning the fifth update on FATF’s members’ compliance with its Recommendation 15111 together with its Interpretative Note.112 Through these white papers, the FATF has taken note of the evolving nature of the field of 

				
					
						105	See FATF “Virtual assets: Targeted update on implementation of the FATF standards on VAs and VASPs”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2024.html (accessed on 20 February 2025). See also Mosna & Soana 2023:6.

					
					
						106	See FATF “Virtual assets: Targeted update on implementation of the FATF standards on VAs and VASPs”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2024.html (accessed on 20 February 2025).

					
					
						107	See FATF “Virtual assets: Targeted update on implementation of the FATF standards on VAs and VASPs”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2024.html (accessed on 20 February 2025).

					
					
						108	See FATF “Guidance for a risk-based approach to Virtual Assets and Virtual Asset Service Providers”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/Guidance-rba-virtual-assets.html (accessed on 30 May 2025).

					
					
						109	See FATF “Updated Guidance for a risk-based approach: Virtual Assets and Virtual Asset Service Providers”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/Guidance-rba-virtual-assets-2021.html (accessed on 31 May 2025).

					
					
						110	See FATF “Virtual assets: Targeted update on implementation of the FATF Standards on VAs and VASPs”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2024.html (accessed on 20 February 2025).

					
					
						111	The FATF updated Recommendation 15 in 2019 to apply AML measures to virtual assets and VASPs, see FATF “Virtual assets: Targeted update on implementation of the FATF Standards on VAs and VASPs”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2024.html (accessed on 20 February 2025).

					
					
						112	See FATF “Virtual assets: Targeted update on implementation of the FATF Standards on VAs and VASPs”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2024.html (accessed on 20 February 2025).
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				virtual assets, including NFTs.113 It has observed that jurisdictions across the world are taking different approaches in the AML regulation of NFTs.114 The FATF has also taken note of the fact that most jurisdictions do not subject NFTs to their AML/Countering Financing of Terrorism (CFT) frameworks.115 This could be emanating from the idea that these jurisdictions have difficulties in classifying NFTs. Classifying NFTs can be tricky due to their ambiguous nature. On one hand, they can be regarded as pieces of art, while on the other hand, they can be viewed as cultural objects or even investment instruments.116 This poses challenges in the deployment of AML/CFT frameworks against them. The FATF distinguishes between NFTs that are collectibles or art and those that are used as payment or investment instruments.117 Thus, NFTs that are purely regulated as collectibles or art do not fall under the FATF’s definition of “virtual assets”.118 Consequently, providers of such collectible NFTs are not regarded as Virtual Asset Service Providers (VASPs)119 and are thus not obliged to apply AML controls in their businesses.120

				The FATF requires its members, South Africa included, to regulate virtual assets and VASPs, including those that deal with NFTs for AML/CFT purposes.121 The international organisation observes that most jurisdictions regulating NFTs for money laundering control purposes have done so through the Travel Rule for VASPs.122 The Travel Rule is particularly applicable where 

				
					
						113	See FATF “Virtual assets: Targeted update on implementation of the FATF Standards on VAs and VASPs”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2024.html (accessed on 20 February 2025).

					
					
						114	See FATF “Virtual assets: Targeted update on implementation of the FATF standards on VAs and VASPs”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2024.html (accessed on 20 February 2025).

					
					
						115	See FATF “Virtual assets: Targeted update on implementation of the FATF standards on VAs and VASPs”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2024.html (accessed on 20 February 2025).

					
					
						116	See FATF “Virtual assets: Targeted update on implementation of the FATF standards on VAs and VASPs”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2024.html (accessed on 20 February 2025). See also Mosna & Soana 2023:6.

					
					
						117	See FATF “Virtual assets: Targeted update on implementation of the FATF standards on VAs and VASPs”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2024.html (accessed on 20 February 2025). See also Mosna & Soana 2023:6.

					
					
						118	See FATF “Virtual assets: Targeted update on implementation of the FATF standards on VAs and VASPs”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2024.html (accessed on 20 February 2025). See also Mosna & Soana 2023:6.
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				NFTs are used for investment or payment purposes.123 The rule is intended to prevent the abuse of crypto assets, including NFTs for money laundering and terrorist financing purposes. The FIC in South Africa has already issued Directive 9 regarding the implementation of the FATF’s Travel Rule which came into force in April 2025.124

				AML REGULATION FOR NFTs IN THE EU, UK AND US: A COMPARATIVE PERSPECTIVE

				Whereas various jurisdictions largely place traditional art markets under the purview of AML regulations, NFTs in the digital markets remain unregulated.125 Their emergence presents and exacerbates the money laundering concerns that were already in the traditional art market due to the absence of adequate AML regulatory measures specific to NFTs.126 It is not clear whether NFTs should be considered digital art, collectibles, securities, virtual currencies or simply crypto assets.127 This ambiguous characteristic makes it difficult to apply AML rules to NFTs.128

				Nonetheless, it has been argued that money laundering through NFTs may be captured through crypto assets or the art market regime.129 There seems to be no single approach to this issue due to the nascent nature of the NFT regulatory regime. As will be shown in the following analysis, each jurisdiction has its own approach which resembles, in one way or the other, other jurisdictions.

				8.1	The European Union

				Besides the FATF approach discussed above, guidance for the governance of NFTs and their AML regulation can also be drawn from the EU. In September 2020, the European Commission proposed a new regulatory framework for crypto assets as part of the EU Digital Finance Package for those assets not currently covered by EU financial legislation.130 The regulatory framework, which has the potential to cover NFTs, is called the Markets in Crypto-

				
					
						123	See FATF “Virtual assets: Targeted update on implementation of the FATF standards on VAs and VASPs”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2024.html (accessed on 20 February 2025).

					
					
						124	See FIC “Directive 9”, https://www.fic.gov.za/wp-content/uploads/2024/04/Draft-Directive-9-Travel-rule-relating-to-crypto-asset-transfers.pdf (accessed on 20 February 2025).
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						127	FATF “Virtual assets: Targeted update on implementation of the FATF standards on VAs and VASPs”, https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2024.html (accessed on 20 February 2025); Kafteranis & Turksen 2022:26; Inacio 2022:1.
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				Assets Regulation (MiCAR).131 The MiCAR is the first EU law to define crypto assets.132 It does so in Article 2(1) by noting that crypto assets are a “digital representation of value and rights which may be transferred electronically using distributed ledger technology or similar technology”.133 The definition excludes Central Bank Digital Currencies and certain financial instruments under existing EU legislation.134 Under Article 2(3), MiCAR carves out NFTs from its scope unless they qualify as crypto assets under Article 2(1) due to their fungibility or use as investment instruments.135 The MiCAR proposes three categories of tokens, namely asset-referenced tokens, e-money tokens and other crypto assets.136 Due to the lack of clarity on the status of NFTs, they are likely to fall under the MiCAR category of “other crypto assets” where issuers of such assets are not expected to have any licensing obligations.137 However, the categorisation of NFTs is not a straightforward case as will be shown in the ensuing discussion.

				It is worth noting that the MiCAR is not an AML instrument.138 Its goal is to protect the market and consumers139 and is thus a market regulatory instrument.140 However, the definition of “crypto asset” under MiCAR is relevant to AML regulation.141 This is because the definition applies to all EU legislation, including AML statutes at the recommendation of the European Commission.142 For this reason, AML legislative instruments that came after the definition refer to MiCAR when it comes to dealing with crypto assets. For example, the FATF Travel Rule refers to MiCAR for the definition of “crypto asset”.143 Despite the overarching definition of crypto assets, MiCAR specifically excludes NFTs from its scope.144 Its primary focus is on fungible crypto assets such as Ethereum and Bitcoin. In certain contexts, NFTs may nonetheless also be covered. Such contexts may include, for example, where MiCAR invokes the application of the EU AML Directives to CASPs and these include those that deal in NFTs.145

				As regards AML control, the EU has been increasingly addressing various forms of financial crimes related to emerging technologies including money laundering through NFTs.146 While the organisation notes that NFTs are not 
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				inherently linked to money laundering, it observes that their characteristics may make them potentially attractive to the vice. The flagship EU AML legislation is the 5th AML Directive (AMLD5)147 and the EU Single AML/CFT Rulebook.148 These EU AML regulations, inter alia, require financial institutions and those entities dealing with virtual assets to implement AML obligations such as CDD, report suspicious transactions and keep transaction records.149 While NFTs are not expressly mentioned in the EU AML regulations, they may fall under the broader category of what are termed “virtual currency”, which are subject to AML controls.150 Virtual currencies are defined for the first time under EU law by the AMLD5.151 The AMLD5 extends its scope to virtual currencies under Article 3(1)(39) and this brings VASPs, such as exchanges and custodian wallet providers, under AML/CFT obligations.152 The definition of virtual currency under the AMLD5 is couched in a technologically neutral way to potentially cover all types of tokens.153 Nonetheless, the token involved should be used as a medium of exchange to qualify as a virtual currency.154 Understood in this sense, NFTs remain out of scope of the AMLD5.155 This is because they are not virtual currencies and due to their non-fungibility character they lack the quality of exchangeability.156

				Considering that NFTs are excluded from the scope of the AMLD5 as a virtual currency, they may still be covered either under the obligations for NFT platforms or art and collectibles dealers.157 Platforms that facilitate NFT transactions may be categorised as “obliged entities” under the AMLD5 and thereby requiring them to register with AML financial authorities and implement AML obligations.158 Similarly, since NFTs may often be regarded as digital art or collectibles, entities dealing in them may also be subject to the EU’s AMLD5.159 Through Article 2a, the AMLD5 addresses high-value transactions involving “works of art”.160 The provision requires art dealers and intermediaries to conduct due diligence on cash payments of €10,000 
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				or more, and this is aimed at preventing money laundering through the art market.161 NFTs may still qualify under the phrase “works of art”, a concept which was added to the AMLD5 amendment.162 This is because, although they are forms of digital art, they share market similarities with traditional art in terms of the money laundering risks they pose. Such similarities include anonymity of buyers and sellers and price volatility, which are likely to cause regulators to regard NFTs as “work of art”.163

				8.2	The United Kingdom

				NFTs in the UK, just like in South Africa, are likewise considered as a type of crypto asset. Thus, the regulation of NFTs in the UK depends largely on the nature of the NFT. They can either be a security, an e-money or an unregulated token.164 Where an NFT is regarded as a security token, it is then regulated under the Financial Services and Market Act 2000 (Regulated Activities) Order 2001(FSMA).165 The FSMA classifies certain crypto activities as regulated activities when they meet specific criteria, thereby bringing them under the Financial Conduct Authority’s (FCA) oversight.166 However, where an NFT is classified as an e-money token, it may be regarded as digital money for the purposes of the Electronic Money Regulations 2011(EMRs).167 The EMRs regulate e-money issuers, distinguishing e-money from crypto assets, though some stablecoins may fall under this framework if they have e-money characteristics.168 Thus, as it stands, the UK has no blanket NFT regulatory framework which cuts across all types of crypto assets. This, to some extent, is similar to the South African position where NFTs can potentially fall in either of the categories of tokens depending on their characteristics. Jordanoska is of the view that NFTs should be regarded as unregulated tokens since they are unique and their nature depend on their characteristics at any given moment.169

				The classification of NFTs as digital art also raises questions regarding their proper regulation in relation to money-laundering control in the UK. Traditionally, the art market in the UK has been regulated for AML purposes.170 Since there is an overlap between NFTs in the digital art markets and the traditional art market, it is unclear whether NFTs are considered pieces of art that should also fall under the purview of AML regulations.171 In the EU, the AMLD5 requires that art dealers be subject to AML regulations under certain 
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				conditions.172 The UK government transposed the AMLD5 into its MLRs 2019 by requiring that art participants be registered with the HM Revenue and Customs for supervisory reasons and AML compliance.173 Such art participants, however, can only register with the HM Revenue and Customs where they conduct transactions amounting to €10 000 or more.174 Since it is unclear whether NFTs should be considered works of art for purposes of the MLRs 2019, it is also consequently not apparent whether businesses dealing in them should register with the HM Revenue and Customs.175 The AMLD5 and the MLRs 2019 do not define “work of art” for a clear demarcation regarding whether NFTs should be considered as one.176 However, the UK Value Added Tax Act defines “work of art” as meaning physical art while silent on digital art whose purview may include NFTs.177 Nonetheless, in the absence of express regulations to meaningfully classify NFTs, CASPs dealing in them should adopt a cautious and prudent approach while further regulatory interventions governing this area are called upon.178

				The MLRs 2019 have also expanded their scope to include crypto asset exchange providers and custodians under its AML purview. Thus, where a business provides services to its customers concerning the exchange and custody of crypto assets, it will be subject to the MLRs 2019 for AML purposes.179 The MLRs 2019 designate the FCA as the supervisor and AML regulator of crypto asset providers in the UK.180 Thus, CASPs in the UK are required by the MLRs 2019 to register with the FCA in order to comply with the AML regulations governing the provision of NFTs.181 Since the UK is a member of the FATF, just like South Africa, it also complies with the international organisation’s standards of practice in AML regulation.182 Consequently, on 1 September 2023, the UK government implemented the Travel Rule in order to comply with the FATF’s Recommendation 16 on the collection, verification and sharing of transaction data for crypto asset transfers.183 As indicated above, South Africa has undertaken this as well through the FIC’s Directive 9.
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				8.3	The United States

				The US government has been at the forefront of combatting money laundering since 1970.184 Since then, many jurisdictions, including South Africa, have been drawing inspiration from the US in their AML efforts.185 Its AML regime is based on the Bank Secrecy Act (BSA),186 and the Money Laundering Control Act.187 The BSA requires financial institutions to implement measures to detect and report suspicious money laundering activities in financial transactions.188 It has been expanded over the years, particularly through the Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act (USA PATRIOT Act),189 which enhanced reporting requirements and extended AML obligations to a broader range of entities.190 However, the application of these laws to NFTs remains unclear due to the unique characteristics of digital assets.191

				Similar to South Africa and the EU, the US has no legal definition of NFTs under any statute and neither does it expressly regulate them.192 The categorisation of NFTs under the US regulatory regime is also ambiguous since it is not clear whether they should be treated as security tokens, payment instruments or pieces of art.193 Even for AML purposes, the Financial Crimes Enforcement Network (FinCEN) has not yet issued express guidelines regarding the treatment of NFTs under the US AML laws.194 Among other things, the BSA regulates Money Services Businesses (MSBs), which include entities dealing in virtual currencies, such as crypto exchanges and payment processors.195 It defines “financial institutions” broadly, to encompass banks, MSBs, and other entities engaged in financial transactions.196 It requires them to register with FinCEN, implement AML programmes, and file Suspicious Activity Reports (SARs).197 The definition captures businesses transmitting or exchanging “value that substitutes for currency,” bringing many crypto firms under federal AML oversight.198 While NFTs are not explicitly mentioned in the BSA, FinCEN has issued guidance suggesting that certain NFT marketplaces and platforms may qualify as MSBs if they facilitate the exchange of virtual 
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				currencies.199 Such guidance include Advisory on Illicit Activity Involving Convertible Virtual Currency,200 and the Illicit Finance Risk Assessment of Non-Fungible Tokens.201 Since the majority of NFTs are not designed to serve as a currency substitute in similar terms as cryptocurrency, they may not be treated as new forms of digital money to which the BSA can apply directly.202 Skadden, Arps, Slate, Meagher & Flom LLP and Affiliates are of the view that FinCEN is likely to regulate NFTs under its money transmission regime to curb their potential use for money laundering purposes.203

				In 2021, the Anti-Money Laundering Act (AMLA) was enacted as part of the National Defence Authorization Act (NDAA).204 The AMLA expanded the definition of “financial institutions” to include antiquities dealers and introduced provisions for emerging technologies, such as cryptocurrencies.205 The amendment had an impact on the interpretation of two concepts, first, money transmitting business and second, dealers in antiquities. These have a direct bearing on the understanding of NFTs in the context of the US AML regime and such bearing is briefly explained in the ensuing passages.

				In the first instance, the AMLA expansion of the definition of “financial institution” and consequently that of “money transmitting business” under the BSA resulted in the inclusion of businesses that transmit or exchange “value that substitutes for currency”.206 However, an NFT is not a currency substitute since it is generally not intended to be used as a medium of exchange.207 Thus, the most probable and reasonable way of dealing with NFTs for AML 

				
					
						199	See FinCEN “Application of FinCEN’s regulations to persons administering, exchanging, or using virtual currencies”, https://www.fincen.gov/resources/statutes-regulations/guidance/application-fincens-regulations-persons-administering (accessed on 20 February 2025).

					
					
						200	Available on FinCEN “Advisory on illicit activity involving convertible virtual currency”, https://www.fincen.gov/sites/default/files/advisory/2019-05-10/FinCEN%20Advisory%20CVC%20FINAL%20508.pdf (accessed on 31 May 2025).
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						202	See Mikkelsen & Olsen 2022:95; Skadden, Arps, Slate, Meagher & Flom LLP and Affiliates “Are non-fungible tokens subject to US anti-money laundering requirements?”, https://www.skadden.com/-/media/files/publications/2021/04/are-nonfungible-tokens-subject/arenonfungibletokenssubjecttousantimoneylaundering.pdf (accessed on 20 February 2025).
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				purposes in the US is to treat them as antiquities under the AMLA amendment to the BSA.208 This would eliminate the difficulties that emanate whenever NFTs evolve into further unknown variations of their earlier versions.209

				In the second instance, the AMLA’s expansion of the BSA’s definition of “financial institution” resulted in the inclusion of dealers in antiquities.210 This had the indirect effect of having FinCEN to apply AML rules against the dealers.211 However, the term “antiquities” is not defined in the language of the AMLA amendment to the BSA.212 It is also unclear if NFTs should be read into “antiquities” or not. While NFTs were not explicitly addressed, the AMLA’s emphasis on innovation and adaptability provides a basis for regulatory action in this space.213 In any case NFTs are sometimes regarded as a form of digital art which can perfectly fall under antiquities that are provided for under the AMLA.214 Thus, it can be submitted that the US AML regime applicable to antiquities in general, may equally apply to NFTs to the extent that the NFTs are regarded as a type of digital art.215

				Furthermore, the AMLA of 2020 required the US Treasury to carry out a study on the role of art trade in facilitating money laundering activities.216 Thus, in the subsequent study, titled Study of Facilitation of Money Laundering and Terror Finance through the Trade in Works of Art, it was discovered that indeed the high-value art market was posing money laundering risks to the US economy.217 In that study the US Treasury also recognised the possibility of money laundering through NFTs. The biggest money laundering risk in NFTs comes from self-laundering whereby criminals may buy NFTs using illicit funds and proceed to transact with themselves to create a sales record on the blockchain.218 The US Treasury further notes in that report that NFT platforms like Dapper Labs, SuperRare and OpenSea are already allowing the buying 
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						213	See Skadden, Arps, Slate, Meagher & Flom LLP and Affiliates “Are non-fungible tokens subject to US anti-money laundering requirements?”, https://www.skadden.com/-/media/files/publications/2021/04/are-nonfungible-tokens-subject/arenonfungibletokenssubjecttousantimoneylaundering.pdf (accessed on 20 February 2025).
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				and selling of NFTs through virtual exchanges.219 Thus, depending on how a particular NFT involved may be characterised, NFT exchange platforms may be regarded as VASPs by the FATF and may, therefore, be subject to FinCEN’s AML regulation.220 To fully appreciate the application of AML regulations to NFTs in the US, first their nature and type have to be understood.221 The US Treasury recognises two broad types of NFTs, first, those that are unique but not interchangeable yet they are used as collectibles or digital art.222 Secondly, those that are used as payment or investment instruments.223 It is this latter type of NFTs that may fall under the virtual asset definition of the FATF.224 Thus, platforms that facilitate the sale of NFTs may be subjected to AML obligations as VASPs under the BSA and FinCEN regulations for MSBs.225

				As a follow up to its earlier study, the US Treasury published its first Non-Fungible Token Illicit Finance Risk Assessment on 29 May 2024.226 The risk assessment report explores, among other things, money laundering vulnerabilities associated with NFTs and NFT platforms.227 From this assessment the US Treasury concluded that NFTs are likely to be exploited in fraud and scams.228 It also noted that NFTs may be employed in the laundering of proceeds of various crimes that are often predicate offences for money laundering.229 Despite the hype, the application of AML laws 
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				to NFTs remains largely untested in US courts. However, several cases involving cryptocurrencies provide insights into potential judicial approaches. For example, in United States v Harmon,230 the court upheld the application of the BSA to cryptocurrency mixers, emphasising the importance of AML compliance in the digital asset space.

				ANALYSIS AND THE FUTURE AML PROSPECTS FOR NFTs IN SOUTH AFRICA

				South Africa’s treatment of NFTs in the context of crypto assets is not substantially different from the way it is treated by the FATF and the EU. Neither is it fundamentally different from the way it is regulated in the UK and US jurisdictions. From the foregoing comparative insights, two broad views emerge on how NFTs should both be regulated and viewed for AML purposes. These are use-based and art-based views of NFTs and are briefly considered below.

				9.1	Use-based versus art-based approaches to NFTs regulation

				The use-based approach treats NFTs according to their functional purpose, such as investment instruments, security tokens, or e-money. This has the implication of triggering corresponding regulatory frameworks, which could either be securities laws or AML rules for crypto assets. This is currently what is under the FATF and the EU regulatory frameworks.231 South Africa is similarly following this line of regulatory control in that it has various types of crypto assets, one of which is the unbacked token which can pass as an NFT.232 This approach is also not far from what is transpiring in both the UK and the US where there is no specific regulation meant for the NFT and the NFT market.233 Both the UK and US regulatory regimes govern NFTs based on their nature and use, which is substantially similar to what the South African jurisdiction is doing.234

				The art-based approach exempts NFTs from financial regulations when they function purely as digital art or collectibles. The approach potentially applies AML rules for art dealers to NFTs where they are viewed as art or collectibles. For instance, as shown under the EU, NFTs may be regarded as a piece of digital art.235 Thus, once this is established it may not be regarded as a crypto or virtual asset for AML regulatory purposes.236 This appears to 
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				be the case with the South African jurisdiction, although it is not clear how the regulatory framework should govern NFTs once they are viewed as a piece of art. The most probable inference is that in specific use cases, NFTs in South Africa are likely to fall under the purview of the FICA AML obligations in one way or the other under the broad banner of crypto assets.237 Where they are viewed as security or e-money tokens, relevant AML obligations for those kinds of tokens may apply to them.238 However, where they are regarded purely as art or collectibles, it is likely that the AML obligations applicable to art dealers under the FICA are also likely to take sway.

				9.2	AML regulation of NFTs in South Africa and beyond

				In the absence of specific guidance from the FIC or the SARB Prudential Authority on how to treat NFTs, it is likely that their nature will determine the AML regulations applicable to them and the extent of such application. As for the FATF, NFTs are not regarded as virtual assets for its AML scope.239 However, where they are considered as works of art, different FATF standards related to art and antiquities are likely to apply to them.240 As regards the UK and the US regulatory regimes for NFTs, both potentially regard them as pieces of digital art depending on their use.241 This also has implications for how NFTs are treated for AML regulation in this context. Both the UK and the US jurisdictions may apply AML regulations to NFTs under the art dealers’ purview.242 This is not particularly clear under the South African jurisdiction, although there is a possibility that AML regulations may apply to NFTs under the blanket categorisation of crypto assets.243 This inference is the most probable one considering that all CASPs in South Africa were designated as accountable institutions under schedule 1 of the FICA amendment with subsequent obligations to report money laundering concerns to the FIC.244 Nonetheless, it would have been more ideal to have express AML regulations applicable to NFTs in South Africa considering their potential for abuse in money laundering schemes.

				Besides concerns on how to classify NFTs, South Africa, to its credit, has risen to the occasion by finding innovative ways of regulating NFTs – just like other jurisdictions such as the UK and the US. It has recognised them 

				
					
						237	See FAISA:sec. 1h. See also FSCA Market Study 9; Milne & Lawack 2024:27.
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				as a type of crypto assets.245 The jurisdiction has also designated NFTs a financial product depending on what usage consumers employ them to.246 Such designation and recognition of NFTs as both a crypto asset and financial product have enabled the South African jurisdiction to not only regulate, but also apply AML regulations to the NFTs’ regime.247 South Africa has also, in line with the FATF’s Recommendation 16, adopted the Travel Rule through the FIC’s Directive 9, which came into force on 30 April 2025.248 Even though belatedly, the jurisdiction is moving progressively in tandem with international best practices in the crypto asset field. This is also in line with what other progressive jurisdictions such as the UK have already done.

				Despite these policy and legislative amendments to accommodate the ever-rising phenomenon of crypto assets and NFTs, there seems to be a dearth of jurisprudential guidance in terms of case law in South Africa pertaining to this area. This, however, is not peculiar to the jurisdiction since other leading jurisdictions such as the EU, the US and the UK also seem not to have much in this respect. Part of the reasons for the deficit in case law governing the NFT regime in terms of AML regulation could be that no prosecution of perpetrators has been recorded to date. Yet another reason could be that the crypto asset and the NFT phenomenon, in particular, are still emerging and developing. Therefore, no meaningful activities are yet to be reported in the field. As such it will certainly be interesting to see how future courts of law grapple with the interpretation of money laundering laws in light of the new phenomenon of NFTs. NFTs are unique and do not necessarily conform to the mechanics of cryptocurrency even though they are nearly identical. Thus, money laundering methods involving NFTs are likely to be complex and adoptive of techniques mainly used in trade-based money laundering.

				In addition to the foregoing, there also seems to be a grey area under the South African jurisdiction on the proper categorisation of NFTs for AML purposes. It is clear under South African law that an NFT is a type of crypto asset but as regards the kind of crypto asset, there is a need for further clarity.249 NFTs can be regarded as an investment instrument, a security token, a piece of digital art or an e-money token.250 Unlike in the UK, these further categorisations of NFTs are not clear under the South African jurisdiction where NFTs are generally regarded as a type of crypto asset without further elaboration of their nature.
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				9.3	Recommendations: A roadmap for South Africa

				Since NFTs are new, we submit that their regulation will promote certainty although in practice AML measures may already be applicable to them to the extent that an accountable institution flags a transaction for money-laundering purposes. Given their rate of expansion, NFTs must be regulated expressly to prevent criminals from using them for money laundering and other criminal purposes.251 With current laws seemingly out of reach of NFTs, a new way of reading them into existing law should be found or new laws should be created. This rings even truer for the South African AML regime than for other jurisdictions considered in this piece.

				To close regulatory gaps, South Africa should clarify NFT categories under FICA, by explicitly defining when they qualify as securities, e-money, or art. The FIC should then issue targeted guidance aligning NFTs with either CASP obligations for financial-use NFTs or art-market rules for collectibles. The FIC could also lobby for the drafting of explicit AML regulations for NFT transactions to clear ambiguities. Concurrently, the FIC together with AML authorities such as the South African Anti-Money Laundering Integrated Task Force should also monitor emerging case law, both locally and internationally, to adapt AML rules to evolving money laundering techniques. This integrated approach would balance flexibility with certainty, ensuring South Africa’s framework keeps pace with global standards while mitigating risks specific to NFTs.

				CONCLUSION

				NFTs have gained significant popularity among investors, artists, and collectors. However, their rapid growth in digital art markets has also exposed vulnerabilities to money laundering. Current AML regulations, both in South Africa and globally, remain underdeveloped or unclear, leaving gaps that criminals may exploit. While guidance from the FATF, the EU, the UK and the US offers some direction, there is no standardised approach to regulating NFT-related money laundering risks. To address these challenges, this paper proposes the following actions:

				Amending the FICA to explicitly include NFTs under AML regulations, thereby closing existing loopholes.

				Publishing supervisory guidance by the FIC to clarify compliance expectations for participants in the NFT markets.

				Convening stakeholder workshops with NFT industry players, the SARB, the South African Police Service and other relevant players to align understanding on money laundering risks and solutions in the digital art markets and NFTs.
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				Commissioning empirical monitoring of NFT transaction flows to identify suspicious patterns and inform policy adjustments.

				By adopting a balanced approach, South Africa can harness the benefits of NFTs while maintaining financial stability and integrity.
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