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				REGULATING CYBERBULLYING: THE DILEMMA OF SCHOOL POLICIES AND FREEDOM OF EXPRESSION

				SUMMARY

				This paper argues for an update to the South African Schools Act to include the regulation of learner-based cyberbullying, rather than relying on piecemeal school policies. Although school codes of conduct for learners can regulate cyberbullying, currently there is no clear legislative approach to regulate it. Bullying, regrettably, is a common and long-standing problem that is typically associated with schoolchildren. This conduct may take many forms including physical, verbal and psychological aggression. As technology advanced, bullying migrated online and became known as “online bullying” or “cyberbullying”. Cyberbullying poses a new challenge to its regulation, where schools formerly regulated traditional bullying. Due to its ongoing nature, cyberbullying can affect children at any time and any place, unlike traditional bullying, which is usually confined to the school grounds or requires physical interaction. The primary purpose of this research is to determine whether schools have the ability to regulate cyberbullying. In countries such as the United States, cyberbullying has been met with mixed responses and school policies have been struck down for unduly encroaching on learners’ human rights. Laws regulating cyberbullying therefore need to be carefully drafted to avoid constitutional scrutiny. A recent introduction of a Social Media Charter by the South African Human Rights Commission attempts to address cyberbullying and other online harms. However, this document is not “hard” law and only offers suggestions in addressing cyberbullying.

				Keywords: Cyberbullying, bullying, freedom of expression, school policies, duty of care.

				INTRODUCTION

				The law should play a role in safeguarding the interests of children, especially in instances where bullying has now manifested in the online world in the form of cyberbullying. It has been argued that research on cyberbullying in South Africa has been inadequate and there is a need to address this concept because of the harm it may cause to others.1 Some scholars have provided evidence to suggest that cyberbullying can have negative consequences on children, such as causing fear, anxiety, humiliation, low 
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				self-esteem, depression, a loss of interest in academic activities and in serious cases, suicide.2

				Cyberbullying is a serious “social problem” that clearly requires a legal response.3 The growing number of reports of youth depression and suicide warrant attention.4 The current South African legal framework focuses more on adults and harassment, rather than on children creating and suffering harmful online conduct and therefore cyberbullying legislation lacks in this regard.5 The failure to specifically regulate learner-based cyberbullying creates a lacuna in the law and poses difficulty for victims to obtain adequate redress, as there is no clear approach to regulating learner-based cyberbullying.6 A further issue of importance and a reason why cyberbullying necessitates a legal response is that it has the potential to cause severe psychological, emotional, and social harm towards victims.7 The virality of social media posts shares a strong link with the damage that cyberbullying can cause to children.8 Although cyberbullying may have an adverse impact on the victim, some studies suggest that cyberbullying sometimes even affects school morale where other learners feel unsafe and this in turn disrupts a school’s functioning.9 Cyberbullying has therefore been categorised as a form of cyber violence that does in fact have a negative impact on the school environment.10

				Some authors suggest that because cyberbullying involves schoolchildren, a response is required from schools to address this issue through the creation of school policies or school codes.11 Other scholars argue that schools are not fully capable of regulating cyberbullying and dealing with learners who engage in internet abuse, mainly because schools do not have the proper authority to regulate conduct that occurs outside of the schools’ boundaries.12

				Considering the above it may therefore be beneficial if a uniform approach is applied to regulate cyberbullying by enacting legislation. Even so, policies and laws aiming to regulate cyberbullying have been met with constitutional challenges primarily based on the fact that learners have the right to freedom of expression, and this includes electronic communications. Cyberbullying laws will therefore have to be carefully drafted to ensure that they can protect victims from harm, but at the same time, such laws must also not 

				
					
						2	Farhangpour et al. 2019:2. See also Laubscher & Van Vollenhoven 2015:2219-2220. For a comprehensive discussion on the effects of cyberbullying in children, see Sinthumule & Ngonyama 2022:64-65.

					
					
						3	Murray 2016:164.

					
					
						4	Burton & Mutongwizo 2009:6.

					
					
						5	Mthembu 2022:3.

					
					
						6	Cassim 2013:6.

					
					
						7	Patchin & Hinduja 2006:155. This may stem from public embarrassment as a victim’s online life may have an effect in the real world. The authors argue there is sometimes no separation from online and offline as rumours and mistreatment that originated online could also continue offline.
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				unduly encroach upon the right to freedom of expression. The South African Human Rights Commission has recently launched a comprehensive, 33-page document titled the Social Media Charter that provides guidelines on harmful online communications; even so, this undoubtably laudable document is merely a “soft” law approach to a problem that requires a “hard” law solution.

				Bullying in schools is a global tendency. International research suggests that young people are most at risk in terms of being targeted for cyber aggression or violence.13 As such, this research shall refer to the opinions and finding of American (US) scholars and US case law. Although South African law and the schooling system is vastly different to that of the US, US jurisprudence has greatly debated the issue of learner-based cyberbullying. Both South Africa and the US have received media attention regarding cyberbullying, particularly in terms of learners committing suicide due to being cyberbullied.14 The US comparative analysis may therefore provide insight as to the best way to regulate cyberbullying through legislation.

				THE NATURE AND IMPACT OF BULLYING IN THE SCHOOLING ENVIRONMENT

				Bullying has generally been associated as primarily occurring in the school environment and may often involve unruly behaviour or violence against a particular child as a victim.15 Olweus defines bullying as the occasion where a learner is exposed, repeatedly and over time, to negative, intentional and aggressive actions with the intent to inflict injury or discomfort to the victim by other learners.16 American scholars submit that bullying may be defined as the repeated and intentional physical and/or emotional aggression against another in which there is a power differential between the aggressor and the victim.17

				As bullying involves the intentional and repeated aggression towards vulnerable children, it may comprise of different behaviours such as direct verbal bullying of mocking and blackmailing, physical bullying of hitting and kicking, and indirect bullying of manipulating social relations.18 Acts of bullying may take various forms such as physical acts, verbal acts, psychological acts and indirect acts.19 These acts can trigger or exacerbate a variety of negative thoughts or behaviours in children, including suicidal tendencies, eating disorders, depression, social exclusion and victims may in turn respond with acts of violence or engage in criminal activities.20

				
					
						13	Burton & Mutongwizo 2009:6.

					
					
						14	Smit 2015:1.

					
					
						15	Laas & Boezaart 2014:2667.

					
					
						16	Olweus 1994:1173.

					
					
						17	Neiman et al. 2012:607-608.

					
					
						18	Vannini et al. 2011:23.

					
					
						19	Van der Bijl 2014:483. An example of an indirect act is social exclusion – whereby people indirectly exclude another from their social group or activities, and the victim is therefore isolated or victimized.

					
					
						20	Patchin & Hinduja 2006:151.
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				Laas and Boezaart submit that bullying comprises of the following elements in the school setting: negative disruptive conduct, a repetitive pattern of victimisation, harm to the victim or his belongings, and control over the victim through fear.21 De Wet has also submitted similar characteristics of bullying and provides the following: bullying is comprised of intentional behaviour, frequent and over a period of time, a power imbalance between the bully and the victim in which bullying exercises physical or psychological power over the victim, and the inability of the victim to defend him- or herself.22

				It is submitted that because bullying primarily manifests in the school environment, schools have been given the burdensome but obviously crucial task to regulate such conduct. Since bullying occurs amongst learners, it may appear that schools are best suited to intervene when it occurs inside of school. The delicate issue that arises is that cyberbullying manifests online and therefore does not necessarily occur in school or during school hours but can nevertheless have an effect within a school.

				THE CHALLENGE OF DEFINING AND REGULATING CYBERBULLYING IN THE DIGITAL AGE

				The sharp increase in the use of technological devices among children gave way to cyberbullying becoming a global problem.23 The high dependency on these devices is due to children seeking interaction with each other, playing games, as well as for completing homework.24 However, the consequence of the increased use of electronic devices and instant communications means that cyberbullying can have long-lasting effects on victims due to it being online permanently and potentially spreading rapidly and widely.25 Victims are therefore not able to escape cyberbullying, due to its online nature and continued connectedness, making the harm ongoing.26

				There being various possible manifestations has created difficulty in attempting to define precisely the conduct that may constitute the act of cyberbullying. As there is no uniform definition, most countries have attempted to regulate cyberbullying under other forms of violence.27 Scholars have submitted that cyberbullying may comprise of online harassment against minors, defamation, online exclusion from social groups, identity theft or unauthorised online impersonation, cyberstalking and other online threats of harm.28 Although the forms of conduct that may constitute cyberbullying are broad, it is submitted that cyberbullying is a form of bullying that affects children. Scholars suggest that cyberbullying is particularly prevalent among 

				
					
						21	Laas & Boezaart 2014:2669.
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						24	Scholtz et al. 2015:93.

					
					
						25	Laubscher & Van Vollenhoven 2015:2221. See also Scholtz et al. 2015:96.
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				adolescents, which are composed of learners aged thirteen to seventeen.29 One definition suggests that cyberbullying occurs when adolescents use technology deliberately and repeatedly to bully, harass, hassle and threaten their peers.30 This type of bullying is committed through electronic devices or internet-connected devices and the online bullying is often deliberate, hostile and repetitive.31

				Cyberbullying may therefore be characterised as the use of digital technology by a person to “threaten, embarrass, harass, hurt or humiliate another person”.32 Shariff and Hoff provide that cyberbullying is a variation of verbal and written bullying and is conveyed by adolescents and teens through electronic media.33 It is apparent that cyberbullying is different to “traditional” bullying largely because electronic devices are employed to commit the offending act or acts.

				US scholars submit that there are two major types of electronic devices that cyberbullies may use to bully their victims from afar. The first are personal computers that perpetrators may use to send harassing, obscene, insulting or defamatory e-mails or instant messages and the second are cellular phones.34 South African scholars identified social media and instant messaging as the main applications used to commit cyberbullying.35 Social networks allow young users to commit cyberbullying through posting or sharing content online.36 Mienie argues, however, that in the definition of cyberbullying, one should preferably not specify the type of act or device being used because not specifying these will leave the definition open to accommodate future changes of evolving technologically that may be used to commit cyberbullying.37 This submission bears truth as recently we have seen the Fourth Industrial Revolution (4IR) supercharge the use of artificial intelligence (AI) in various ways. It is submitted that AI could possibly be used in negative ways, such as creating deepfake images of someone or using AI to commit cyberbullying.38

				
					
						29	Tustin et al. 2014:13-15.

					
					
						30	Goodno 2011:650.

					
					
						31	Anderson & Sturm 2007:24-25. The authors submit that children are often cyberbullied by their friends, peers or anonymous learners online. The authors further suggest that older children are more likely to commit and experience cyberbullying than younger children because older children have greater access to and a better understanding of electronic devices and the internet.

					
					
						32	Cassim 2013:2.

					
					
						33	Shariff & Hoff 2007:80.

					
					
						34	Patchin & Hinduja 2006:153-154.

					
					
						35	Jabulani & Edward 2021:61-62.

					
					
						36	Baraldo & Chetty 2018:25. The authors list WhatsApp, Facebook, Twitter (as it was known in 2018) and Instagram as the social networks used by children in 2018.

					
					
						37	Mienie 2013:149.

					
					
						38	Deepfakes involve using artificial intelligence to insert a victim’s face in a photograph or insert it in a video file without the victim’s consent. Such image/footage is usually something harmful to the victim, such as being of a pornographic nature or involving other compromising pictures or scenes. For a discussion on artificial intelligence and deepfakes, see generally Kobriger et al. 2021:204.
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				It is submitted that although bullying has historically been linked to manifest within the school grounds, cyberbullying may also originate within schools; however, due to its electronic nature it can also occur beyond the school grounds and after school hours. Olweus submits that although cyberbullying may occur mainly outside the school setting, other incidents of cyberbullying may originate during school hours.39 Other scholars argue that most cyberbullying does not occur during schooling hours, but rather outside this setting.40 It is here that the regulation of cyberbullying through school policies becomes difficult.

				As a result of its harmful effect, authors have argued that there needs to be appropriate and adequate prevention and intervention strategies to safeguard learners from cyberbullying.41 Some authors strongly believe that all schools must enact policies that regulate cyberbullying.42 Although schools may adopt cyberbullying policies, such policies are often limited in their application and only apply when there is an effect in the schooling environment.43 These arguments appear to be correct because although it is commendable that schools may adopt rules to define and regulate cyberbullying, the conduct itself may be committed at any time, even when a learner is not in school or perhaps away from school on holiday. Furthermore, each school may have its own policy which differs from those of others, and this creates dissimilar (and one may assume possibly even conflicting) rules amongst schools. These rules will also give rise to other logistical issues such as what happens if one learner cyberbullies another learner from a different school where there are differing codes of conduct. A clear legal approach would therefore assist schools in regulating cyberbullying and establish a uniform approach to this conduct.

				There are various forms of legislation that may apply to cyberbullying, but these acts of cyberbullying would need to fall within the specific forms of conduct specified in the legislation. For example, if the cyberbullying constituted harassment, the Protection from Harassment Act44 would apply and this would entitle an affected learner to a protection order.45 Similarly, the Cybercrimes Act46 regulates certain forms of malicious communications, but they are restrictive in its application to cyberbullying because it is limited to hate speech,47 threats of violence of bodily injury or to property,48 or the uploading of intimate images without consent.49 However, as this is a criminal statute, criminal sanctions would be imposed on a learner if found guilty of an 
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						44	Protection from Harassment Act 17/2011.

					
					
						45	Protection from Harassment Act:sec. 2.

					
					
						46	Cybercrimes Act 19/2020.
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				offence and generally imprisonment as a punitive measure is considered only as last resort in respect of children.50

				LEGAL AND INSTITUTIONAL CHALLENGES IN REGULATING CYBERBULLYING IN SCHOOLS

				4.1	Regulating bullying

				It has been argued above that bullying is prevalent in the school setting. Flowing from this, it would seem logical to enact laws that define and regulate its conduct. Authors suggest that schools can monitor and be accountable for technology use by learners through school policies and these policies should positively enhance the learning environment and contain guidance on how to deal with cyberbullying in the school.51 Discipline can only be instilled where there are clear guidelines set and accountability can be claimed.52 “Cyberbullying”, however, is not defined in the South African Schools Act,53 but the legislation does regulate “initiation practices”. “Initiation practices” is given a wide meaning and may encompass acts of bullying. It is defined as:

				any act which in the process of initiation, admission into, or affiliation with, or as condition for continued membership of, a school, a group, intramural or extramural activities, interschool’s sports team, or organisation-

				(a) endangers the mental or physical health or safety of a person;

				(b) undermines the intrinsic worth of human beings by treating some as inferior to others;

				(c) subjects individuals to humiliating or violent acts which undermine the constitutional guarantee to dignity in the Bill of Rights;

				(d) undermines the fundamental rights and values that underpin the Constitution;

				(e) impedes the development of a true democratic culture that entitles an individual to be treated as worthy of respect and concern; or

				(f) destroys public or private property.54

				The Regulations to Prohibit Initiation Practices in Schools (published in terms of the School’s Act)55 also includes a prohibition on initiation practices, as well as various other forms of conduct that may constitute bullying or cyberbullying. Some of these conducts include humiliation, harassment, degradation, assault, crimen injuria or any other violent conduct.56

				
					
						50	Cybercrimes Act:sec. 19(7).

					
					
						51	Popovac & Leoschut 2012:12.

					
					
						52	De Waal 2011:175.

					
					
						53	South African Schools Act 84/1996.

					
					
						54	South African Schools Act:sec. 10A(3)(a)-(f).

					
					
						55	GN 1589 of 13 December 2002.

					
					
						56	See clause 2.
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				Recently, the Basic Education Laws Amendment Act57 amended the South African Schools Act and now allows a governing body to suspend a learner for serious misconduct, which includes “repeated offences related to bullying, or the imminent threat to commit such an act”.58 However, bullying is not defined other than referring to it as a form of serious misconduct. It is submitted that the definition of “bullying” may have been omitted in the Act because it states that schools must adopt their own codes of conduct that regulate discipline in the school environment.59 Sec. 1 defines “school activity” as “any official educational, cultural, recreational or social activity of the school within or outside the school premises”. The conduct of bullying therefore has to occur within the schooling environment, and this can become an issue for bullying and more so for cyberbullying, as it can occur outside schooling hours. There have been, not surprisingly, some cases where bullying conduct has indeed been argued to occur outside the schooling environment.

				4.2	Duty of care during schooling activities

				In Mageni v MEC of the Western Cape Education Department, the court was faced with a case of bullying among Grade 1 learners in school.60 Both the victim and perpetrator were minors. The plaintiff was the father of the victim and instituted action against the Minister of Education of the Western Cape, to hold the minister vicariously liable for the damages his son suffered during an educational activity.61

				The plaintiff claimed that the defendant owed his minor child a duty of care whilst under their supervision and to ensure the child’s safety.62 According to the plaintiff’s testimony, the victim arrived at school before 7:30 am, which is when school officially commences and he engaged in an unsupervised game of tag rugby, during which the perpetrator punched him twice in the eye.63

				In determining whether there was a duty of care owed towards the victim, the court had to first determine whether the activity involved a “school activity” as stated in sec. 60(1) of the South African Schools Act.64 The court stated that when determining whether an activity falls within this definition, one must consider the context and surrounding circumstances of the case.65 In this regard, the court mentioned that the children were dropped off at school to 

				
					
						57	Basic Education Laws Amendment Act 32/2024.

					
					
						58	South African Schools Act:sec. 9(1)(iii).

					
					
						59	South African Schools Act:sec. 8(2).

					
					
						60	Mageni v MEC of the Western Cape Education Department [2021] ZAWCHC 79 (28 April 2021).

					
					
						61	Mageni v MEC of the Western Cape Education Department:paras. 1-3.

					
					
						62	Mageni v MEC of the Western Cape Education Department:par. 6.

					
					
						63	Mageni v MEC of the Western Cape Education Department:paras. 13-17.

					
					
						64	Mageni v MEC of the Western Cape Education Department:par. 38. In terms of sec. 60(1), “the State is liable for any delictual or contractual damage or loss caused as a result of any act or omission in connection with any school activity conducted by a public school and for which such public school would have been liable but for the provisions of this section”.

					
					
						65	Mageni v MEC of the Western Cape Education Department:par. 42.
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				attend school and they were allowed to play games on the school premises before the school day commenced.66

				The court further noted that the school gates were open before the school day officially commences and this indicates that the school authorities granted access to the school grounds and therefore is regarded as schooling hours.67 The court therefore found that the game of tag rugby that occurred on school premises before school began was in fact a “school activity”.68 The court also mentioned that it would be irrational for a school to fail to take responsibility for its learners who attend the school and are on the school premises before it commences.69 On the basis of this, the court found that there was a duty of care towards learners who engaged in school activities and the school had a duty to ensure that the activities engaged in by the learners on its premises were reasonably safe, even before school officially commenced.70

				The court also stipulated that schools are only responsible for dangers or harm that are reasonably foreseeable.71 In this regard, the court noted that the perpetrator had previously assaulted other learners and such incidents were reported to staff and the principal and this showed that there was a series of aggression and the bullying was ongoing, and it was clear that the perpetrator posed a danger to other learners.72 The evidence showed a pattern of bad behaviour and a history of violence on the part of the perpetrator and despite this, the school showed no evidence that it thought the perpetrator was a danger to other learners.73

				The court stated that the repetitive and aggressive behaviour exhibited by the learner is not the standard of conduct expected of learners and had no place in school.74 The court significantly alludes to the fact that the incident committed by the perpetrator was not an isolated event but one of several and the school should therefore have foreseen the potential harm that the perpetrator could have caused to other learners.75

				The court stated that the perpetrator’s attacks on other children illustrated a persistent and severe pattern of behaviour, which created a hostile environment for learners who became afraid of him.76 The court found that the school should have been more vigilant regarding the perpetrator’s conduct and should have taken steps to intervene when the previous incidents had occurred.77 The school also failed to implement its own code of conduct and 

				
					
						66	Mageni v MEC of the Western Cape Education Department:par. 43.

					
					
						67	Mageni v MEC of the Western Cape Education Department:par. 44.

					
					
						68	Mageni v MEC of the Western Cape Education Department:par. 46.

					
					
						69	Mageni v MEC of the Western Cape Education Department:par. 54.

					
					
						70	Mageni v MEC of the Western Cape Education Department:par. 57.

					
					
						71	Mageni v MEC of the Western Cape Education Department:par. 59.

					
					
						72	Mageni v MEC of the Western Cape Education Department:paras. 61-62.

					
					
						73	Mageni v MEC of the Western Cape Education Department:paras. 62-64.

					
					
						74	Mageni v MEC of the Western Cape Education Department:par. 66.

					
					
						75	Mageni v MEC of the Western Cape Education Department:par. 70.

					
					
						76	Mageni v MEC of the Western Cape Education Department:par. 73.

					
					
						77	Mageni v MEC of the Western Cape Education Department:paras. 77-84.
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				further failed to balance the interests of the perpetrator against the interests of the other learners.78

				In conclusion, the court found that the school had a duty to protect its learners from the ongoing bullying of the perpetrator and failed to adequately respond to the conduct.79 Whilst the court found that it is not practically possible to supervise learners at all times whilst on the school premises and that supervision generally depends on the risk involved, a reasonable person in the position of the school would have kept the perpetrator under close observation.80 The court held that the school employees were negligent in failing to take the necessary steps to prevent the foreseeable harm and the defendant was therefore held vicariously liable for the damages suffered by the victim.81

				What the case illustrates is that bullying that occurs during schooling activities is regulated by the South African Schools Act; schools may nonetheless not be properly equipped to supervise and prevent bullying and cyberbullying. Schools have a duty to protect their learners from foreseeable harm; however, it may be argued that schools cannot predict cyberbullying because of its online nature. An issue that can arise is where a learner commits cyberbullying in a private space and the harm is not foreseeable by the school. The focus would then be whether the cyberbullying has a disrupting effect on schooling activities and whether the code of conduct can apply to such a transgression. Essentially, any outside schooling activity that can bring the school into disrepute may warrant punishment by the school. Even so, schools must be careful not to act beyond their code of conduct or beyond their allocated power in terms of disciplining certain conduct outside of the school setting.

				An option that may assist with reducing cyberbullying is to ban the use of electronic devices during schooling hours. This approach may nevertheless be impracticable as some schools may rely heavily on technology for teaching purposes or for communication to learners. Furthermore, the banning of electronic devices only solves the problem of not having cyberbullying during schooling hours and it does not prevent digital use after schooling hours. It is submitted that the only option may be to take a pre-emptive approach by enacting policies that adopt a zero-tolerance stance towards cyberbullying and children and parents should be made unequivocally aware of these policies. The suggestion has also been put forward that strong disciplinary action such as suspension or expulsion should be used depending on the severity of the cyberbullying and even bringing criminal charges in severe cases as this would send a clear message that such conduct is not – and should not be – tolerated.82

				
					
						78	Mageni v MEC of the Western Cape Education Department:paras. 85-86.

					
					
						79	Mageni v MEC of the Western Cape Education Department:paras. 86-87.

					
					
						80	Mageni v MEC of the Western Cape Education Department:paras. 91-97.

					
					
						81	Mageni v MEC of the Western Cape Education Department:par. 100.

					
					
						82	Laubscher & Van Vollenhoven 2015:2251.
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				A further complication that arises is that cyberbullying involves electronic communications and such communications may include expressions that are constitutionally protected. It is therefore necessary to determine the scope of freedom of expression and whether it extends to cyberbullying.

				BALANCING FREEDOM OF EXPRESSION AND THE REGULATION OF CYBERBULLYING IN SCHOOLS

				Cyberbullying involves expression over the internet, whether by words or images or other forms of expression. As a result of this, freedom of expression becomes an important right to analyse. Although the right to privacy and the right to dignity are also two important rights that are affected by cyberbullying, the focus is on committing the cyberbullying through online expression.

				5.1	Permissible expression

				The right to freedom of expression is entrenched in the Constitution of the Republic of South Africa, 1996 (hereafter the Constitution). It provides that:

				Everyone has the right to freedom of expression, which includes-

				(a) freedom of the press and other media;

				(b) freedom to receive or impart information or ideas;

				(c) freedom of artistic creativity; and

				(d) academic freedom and freedom of scientific research.83

				As can be inferred from above, “expression” has a broad meaning and can encompass acts of speaking, artistic creations, dancing, publishing photographs and even symbolic acts or gestures.84

				The Guidelines for the Consideration of Governing Bodies in Adopting a Code of Conduct for Learners states that:

				Freedom of expression is more than freedom of speech. The freedom of expression includes the right to seek, hear, read and wear. The freedom of expression is extended to forms of outward expression as seen in clothing selection and hairstyles.85

				Moodley submits that the expression of ideas or opinions using technology or over the internet can constitute cyberbullying and would fall within the application of sec. 16 of the Constitution.86 On the one hand, the cyberbully has the right to freedom of expression and on the other hand, certain expressions do not receive constitutional protection.

				
					
						83	1996:sec. 16(1).

					
					
						84	Moodley 2012:543. Moodley rightly suggests that courts have found that any form of human expression is considered freedom of expression.

					
					
						85	GN 776 Government Gazette 1998: item 4.5.1.

					
					
						86	Moodley 2012:543-544.
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				5.2	Restricting expression

				Online expression can be broadcasted and distributed quickly and widely, causing significant harms and it is for this reason that there needs to be careful regulation to online expression.87 Although cyberbullying may include harmful and hurtful communications, South African courts are mindful of communications that are merely hurtful and not harmful. In Qwelane v South African Human Rights Commission, the court stated that the word “hurtful” should not have been included in sec. 10 of the Promotion of Equality and Prevention of Unfair Discrimination Act (hereafter PEPUDA)88 because the word “harmful” was already mentioned in the section and “hurtful” sets the bar “too low” to constitute hate speech.89 The court further stipulated that in the South African democracy, freedom of expression is crucial in allowing “a free and open exchange of ideas, free from censorship, no matter how offensive, shocking or disturbing these ideas may be”.90

				Scholars have proposed that cyberbullying inciting harm or imminent violence as mentioned in statute would fall outside the scope of protected freedom of expression.91 This is also in line with sec. 16 of the Constitution, which states that freedom of expression does not extend to expressions inciting imminent violence or those advocating hatred that is based on race, ethnicity, gender or religion and that constitutes incitement to cause harm.92 Even the Qwelane case noted that freedom of expression is not a “superior” right to others, despite it being crucial in a democracy.93 Scholars have argued that one of the issues with electronic communications is that it allows for the sending and spreading of crude, insulting and threatening messages by school children and attempts by schools to control out-of-school learner cyber expression is “fraught with constitutional trip wires”.94

				5.3	Promotion of Equality and Prevention of Unfair Discrimi-nation Act 

				According to the preamble to PEPUDA, the legislation seeks to prohibit unfair discrimination, thus giving effect to sec. 9 of the Constitution, and further seeks to “uphold the values of human dignity, equality, freedom and social justice in a united, non-racial and non-sexist society where all may flourish”. In terms of the objectives of the statute, it advocates for the “the eradication of unfair discrimination, hate speech and harassment”.95 PEPUDA can therefore apply to certain forms of bullying and schools must ensure that their codes 
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				comply with this statute. Furthermore, the legislation also allows a victim to claim remedies for unfair discrimination, hate speech or harassment.96 Such remedies may include an action for damages or an apology97 made by the bully.98

				5.4	Disruption of schooling activities

				School cases have dealt with the issue of freedom of expression and whether free expression disrupts schooling activities in order to be deemed misconduct. This appears to be in line with the Government Gazetted Guidelines for the Consideration of Governing Bodies in Adopting a Code of Conduct for Learners, which states: “Vulgar words, insubordination and insults are not protected speech. When the expression leads to a material and substantial disruption in school operations, activities or the rights of others, this right can be limited as the disruption of schools is unacceptable”.99

				This would effectively mean that expression that causes a material and substantial disruption will not be constitutionally protected, and schools may intervene in such cases in disciplining the offending learner. Determining whether a substantial disruption has occurred is not an easy task. In Antonie v Governing Body, Settlers High School,100 a learner was charged with misconduct in terms of contravening school rules by wearing headgear and growing dreadlocks according to Rastafarian custom, which was claimed to cause disruption and uncertainty in the school. The court found that such expression of one’s religious beliefs did not cause any disruption to school activities, nor could it be categorised as serious misconduct in terms of the school’s rules.101 This case highlights that learners should be allowed to express themselves appropriately and not all contraventions of school rules will constitute cyberbullying.

				In MEC for Education, KwaZulu-Natal v Pillay,102 the court held that the school had unfairly discriminated against one of its learners by not allowing her to wear a nose stud to school in line with her religious beliefs and expression, as it was in contravention with the school’s code of conduct. The court reasoned that the school should have allowed the wearing of the stud because it would not have imposed an undue burden on the school and a reasonable accommodation could have been made in the circumstances.103 The court did warn that there could exist situations where there is a real possibility of a disruption to school activities if an exemption is granted; however, there must be real evidence to show that permitting the practice will 
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				threaten academic standards or discipline.104 Although these cases did not involve cyberbullying, the principles of these cases in relation to misconduct and disrupting schooling activities do offer some guidance.

				Scholars have submitted that based on the South African case law, courts have adjudicated on the right to freedom of expression in the school context by assessing the nature, manner and content of the expression, whereby one would consider the significance of the expression and whether it is done directly or indirectly.105 Furthermore, courts allow free expression where there is no disruption to learner activities or where the expression does not infringe on the dignity of another or cause harm towards another.106

				If a nexus between the away-from-school and in-school activities does indeed exist, and if disruption is a definite possibility, the school can and should act and discipline the individuals involved, without having to fear that it will be infringing upon the concerned individuals’ right to freedom of expression or right to privacy. Laubscher and Van Vollenhoven submit that if one can establish a connection between off-school and in-school activities, a disruption to school activities may exist allowing the school to discipline the individuals involved and without fear of infringing upon those individuals’ right to freedom of expression.107

				Based on the above, an incident of cyberbullying that occurs outside of school that has a substantial disruptive effect in school can be regulated by that school. For example, a learner who is cyberbullied may affect the daily activities of the classroom or may miss several days of school due to the effects of online bullying. Similarly, where rumours are spread online, this could easily reach the school where learners will continue to spread the rumours and perpetuate and very possibly exacerbate the bullying during schooling hours.

				The obvious issue that arises is where an incident of cyberbullying arises, but it does not cause a substantial disruption to schooling activities. This would effectively mean that a victim would be rendered helpless as the school would not intervene in such an incident, yet the cyberbullying may still have a severe impact on that specific learner. However, this will only transpire where a school does not have an adequate code of conduct in place to address cyberbullying. Where there is a lack of school regulation, a learner may have to institute a civil claim in court against the perpetrator and perhaps rely on the law of delict to prove that harm was suffered as a result of the cyberbullying. This can be ascribed to the fact that learners who cyberbully others outside of school are arguably beyond the school’s authority.108
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				Although a substantial disruption is one threshold to use when determining whether a school may intervene in cyberbullying cases, there may be other cases which are severely detrimental to the student but does not cause a disruption to schooling activities. In this regard, schools may still need to intervene in order to protect the well-being of the learner affected by the cyberbullying. As stated previously, cyberbullying can have devastating emotional and psychological effects on students and this can hinder their academic performances.109 Therefore, even where there is no visible disruption of school activities, a school may still intervene where the impact on the student is significant.

				Schools must act swiftly in cyberbullying cases because in extreme instances such bullying may lead victims to commit self-harm and even suicide. Scholars have demonstrated that children are likely to consider or even attempt suicide when cyberbullied by other learners.110 Laws must be drafted clearly and carefully to ensure that learners are protected from cyberbullying, whilst also respecting and protecting freedom of expression.

				THE ROLE OF THE SOCIAL MEDIA CHARTER IN COMBATING CYBERBULLYING

				On 14 March 2023, the South African Human Rights Commission launched the Social Media Charter (hereafter the Charter).111 In the introduction to the Charter, it is stated that it provides guidance on the “do’s and don’ts for social media users”. The Charter furthermore seeks to give guidance on harmful expressions and particularly mentions bullying done online on social media. The introduction also makes it clear that “constitutional rights are equally applicable in the digital world as they are in the material world”.

				Cyberbullying is addressed in clause 5 of the Charter. It states that cyberbullying can occur where someone repeatedly targets another social media user with the aim of causing “mental, emotional, physical or economic harm or fear of harm”. The Charter provides various avenues of redress should a person suffer from acts of cyberbullying, such as applying for a protection order in terms of the Protection from Harassment Act.112

				What is of particular importance for the purpose of the present discussion, is Part C of the Charter, which deals with children. This specific part, aptly titled “Children’s Charter”, seeks to give “guidance to children, parents and guardians on the use of social media” and what steps to take when cyberbullying occurs. Although the Charter can serve as a guiding document as to how to respond to cyberbullying incidents, the Charter does not mention its applicability to schooling activities or the authority of schools to regulate cyberbullying. The 
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				Charter therefore serves an awareness and education function only. In this regard, the Charter focuses on online safety and responsibility of children and parents. Schools could then also take on an added duty of ensuring that learners utilise digital platforms safely and responsibly and warn learners about the consequences for contravening the school’s policy.

				The Charter stipulates that cyberbullying is very harmful towards children and has a negative impact on their dignity, privacy and wellbeing, which can also adversely impact their development and growth. The Charter further avers that although children have the right to freedom of expression, it does not extend to hate speech or communications advocating violence against a person or a group.

				What is particularly interesting is that the Charter advocates for children and parents to play a more responsible role in online safety. Section 5 of the Children’s Charter provides guidance to parents and children. It firstly calls on children to respect other children online and to protect their privacy. For parents and adults, it is their responsibility to educate children on the use of electronic devices and the internet. Whilst the Charter does not pose any obligation on schools to enforce its provisions, the Charter is nonetheless a good guiding document in certain respects.

				Although schools may regulate cyberbullying through school codes of conduct or policies, it is submitted that parents and teachers should also raise awareness of cyberbullying and teach children the consequences and effects of cyberbullying. Some authors suggest that parents are often “ill-equipped” to deal with cyberbullying due to their lack of awareness or education surrounding its conduct or they are unaware as to the conduct that their children engage in.113

				UNITED STATES PERSPECTIVES ON FREE SPEECH AND CYBERBULLYING IN SCHOOLS

				The United States (US) was chosen as a country for comparative analysis with South Africa for several reasons. Firstly, the US has federal and state laws that address cyberbullying. Their right to free speech strongly protects and extends to student speech and there have been several cases that have tackled the issue of cyberbullying, whereas in South Africa there have been limited cases taken to court. There has also been extensive research undertaken by US scholars around cyberbullying and these contributions may guide South Africa to an appropriate approach for addressing cyberbullying. In the US, cyberbullying rose in the early 2000s and this necessitated the government to establish the Federal Prevention Task Force to investigate cyberbullying.114
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				7.1	Freedom of speech

				In the US, freedom of speech is a right that enjoys strong protection, and the trends of free speech differ from that in South Africa.115 As was seen from the South African analysis, freedom of expression is an important right and it deserves protection. However, there are also limits to expression. Whereas the US takes a strict approach to protecting free speech, South Africa demonstrates a more balanced approach to freedom of expression, and it is submitted that this should be the favoured approach when regulating cyberbullying communications.

				The First Amendment provides: “Congress shall make no law respecting an establishment of religion or prohibiting the free exercise thereof; or abridging the freedom of speech, or of the press; or the right of the people peaceably to assemble, and to petition the government for a redress of grievances.”

				7.2	Limiting free speech

				In the US, free speech can be limited. As bullying often occurs in schools and involves electronic speech, the First Amendment is often involved because schools tend to suppress such speech.116 In Burnside v Byars,117 the court stated that liberty of expression in the Constitution of the United States may be limited by state officials if there is a legitimate state interest necessitating an invasion of free speech, but schools are bound by the requirement that the rules and regulations must be reasonable, which is measured by determining whether it contributes to the maintenance of order and decorum within the educational system. Blackwood submits that cyberbullying should be deemed as a category of low value speech due to its great social harm.118

				Different states have adopted cyberbullying legislation that requires schools to enact their own policies or follow these statutes and schools have received both legislative and judicial support for punishing bullying behaviour that occurs outside the school grounds, but which affects the school.119 Tinker v De Moines Independent Community School District appears to have set a threshold requirement for when speech may be limited:

				In order for the State to justify the prohibition of a particular expression of opinion, it must be able to show that its action was caused by something more than a mere desire to avoid the discomfort and unpleasantness that always accompany an unpopular viewpoint. Certainly where there is no finding and no showing that engaging in the forbidden conduct would “materially and substantially interfere with the requirements of appropriate discipline in the operation of the school,” the prohibition cannot be sustained.120
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				In the Tinker case, the court held that a learner does not enjoy constitutional protection of free speech if the conduct by the learner, in or out of class, materially disrupts or disorders classwork or has a material inference with school activities or involves substantial disorder on school premises or invasion of the rights of others.121

				7.3	Cyberbullying versus school policies

				Due to the various forms of cyberbullying and lack of legal regulation in the US, states and schools have enacted policies to regulate its conduct.122 In Bethel School District v Fraser, the court stated that a high function of public school education is to prohibit the use of vulgar and offensive terms in public discourse and the determination of what speech is considered inappropriate lies with the school board.123 Despite this statement, most of the cyberbullying cases brought to court involve state legislation and face First Amendment protection. For example, in State v Bishop,124 the accused was arrested and charged with one count of cyberbullying under North Carolina’s cyberbullying statute after certain comments and accusations about the victim’s and accused’s sexual orientation, name-calling and insults were posted on Facebook.125 The court found, however, that the state legislation regulating cyberbullying violated free speech and the First Amendment because it was too broad in its application of protecting children from the harms of online bullying.126

				Similarly, in People v Marquan,127 the accused was prosecuted for cyberbullying under the state cyberbullying laws of Albany after he anonymously posted sexual information about his classmates on a publicly accessible website.128 The accused posted photographs of his classmates with detailed descriptions of their alleged sexual practices and other types of personal information, as well as descriptive captions, which were vulgar and offensive and consequently he was threatened with physical harm as the creator of this platform.129 Despite the court finding that the defendant’s communications were harmful to the victims and caused physical or emotional injury, the court found that the cyberbullying legislation violated the First Amendment, as it was overly broad by criminalising speech that was constitutionally protected.130

				In Kowalski v Berkeley County Schools, one of the issues the court had to determine was whether a learner’s actions contravened the school’s harassment and bullying policy.131 In this case, a learner created a MySpace page in which other learners were invited to discuss and post comments about 
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				another particular learner.132 Some of these postings contained digitally altered photographs and crude comments about the learner.133 The school viewed this as a hate website that contravened its bullying and harassment policy.134 The learner who created the website was suspended from school for five days, and received a 90-day social suspension as well, which prohibited her from attending and participating in school events.135 The learner argued that the school had violated her free speech and sought a claim of damages and to declare the school’s harassment and bullying policy as unconstitutionally vague and overbroad.136 The learner argued that the school had violated her free speech rights by punishing her for speech that occurred outside the school as her communications involved off-campus, non-school-related speech of which the school had no power to discipline her.137

				Using the principles discussed in the Tinker case, this court argued that the speech on the website caused interference and disruption in the school because the speech was intolerant of the education system.138 The court found a strong nexus between the learner’s conduct and the pedagogical interests of the school and the school was therefore justified in its disciplinary action against the student.139 Furthermore, although the speech originated outside the school, it was directed to learners in school and received by learners in school, which created an actual and substantial disruption and disorder in the school.140 The court also reasoned that had it not intervened in the matter, the affected learner may have suffered more severe bullying and harassment because it was foreseeable that the conduct on the website would reach other learners through their smartphones and computers.141

				The court concluded that the perpetrating learner used the website to ridicule and demean a particular learner in a hateful manner and rather than bring order to the school, the perpetrating learner sued the school for damages.142

				In light of the above, scholars have argued that according to the Tinker case, schools are allowed to regulate learner speech where it either materially disrupts the operation of the school, or it substantially impinges upon the rights of others.143 A substantial disruption could be speech that materially disrupts 
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				the school’s regular duties to deal with the disruption or there must be a real disturbance because of the speech.144 This has been debated in many cases following the Tinker decision.

				In Bethel School District No. 403 v Fraser, a learner was suspended from school for three days after making an inappropriate speech fraught with sexual innuendo in front of approximately 600 students (many of whom were 14-year-olds).145 During the learner’s speech, some students reacted by hooting and yelling, whilst others appeared to be bewildered and embarrassed by the speech.146 It was alleged that the learner contravened the school’s code of conduct, which read: “Conduct which materially and substantially interferes with the educational process is prohibited, including the use of obscene, profane language or gestures.”147

				The learner appealed the suspension and at the hearing it was found that the speech was “indecent, lewd, and offensive to the modesty and decency of many of the students and faculty in attendance at the assembly”.148

				The learner’s father instituted action in the district court claiming that the school action violated the learner’s First Amendment right.149 The district court (and later the Court of Appeals) found that the school’s punishment violated the learner’s First Amendment right to free speech and that the school’s disruptive-conduct rule was unconstitutionally vague and overbroad.150

				The Supreme Court noted that the learner’s speech was pervasive with its sexual innuendo and plainly offensive to both teachers and learners and would have been to any mature person.151 The court further stated that the school had acted within its permissible authority when disciplining the learner as it was a response to his offensively lewd and indecent speech and the First Amendment does not prevent the school officials from determining when a speech is vulgar and lewd.152 A final concluding remark by the court was that: “A school need not tolerate student speech that is inconsistent with its basic educational mission”.153 The Fraser case, therefore, focused on the speech itself and whether it was vulgar and lewd rather than whether the speech caused a material and substantial disruption in school activities as was set out in the Tinker case.

				In Morse v Frederick, a learner held up a banner during a school event that read “BONG HiTS 4 JESUS”, of which caused the principal to suspend the 
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				learner as she thought it encouraged illegal drug use, in violation of established school policy.154 The learner alleged that the words were just nonsense meant to attract television cameras and the Supreme Court found the words to be cryptic because it would be offensive to some and amusing to others.155 The court further stated that the learner’s remarks about the event reveal his motive for displaying the banner and does not show the interpretation of what the banner says, which is “unfurling a pro-drug banner at a school event, in the presence of teachers and fellow learners”.156

				The court found that it was reasonable for the principal to conclude that the banner promoted illegal drug use and was in violation of the school policy and the principal had a duty to protect the other learners from the dangers of illegal drug use.157 

				In S.J.W. v Lee’s Summit R-7 School District, the court applied a test to determine whether a school could lawfully punish off-campus speech by asking whether it was reasonably foreseeable that such speech would reach the school and cause a substantial disruption to the educational setting.158 Both the Kowalski and S.J.W. cases approaches for off-campus speech could be acceptable tests to determine whether a school has authority to discipline off-campus speech.159

				In J.S. ex Rel. Snyder v Blue Mountain School,160 the School District suspended J.S. for creating a MySpace profile with adult language and sexually explicit content, making fun of her middle school principal, on a weekend and on her home computer.161 The profile contained some cruel remarks about the principal and his wife, including that he was a sex addict, but J.S. claimed that she intended the profile to be a joke.162

				J.S. and her parents sued the School District claiming that the suspension violated the First Amendment free speech rights, the School District’s policies were overbroad and vague and therefore unconstitutional and that the School District acted outside its authority for punishing J.S. for out-of-school speech.163 Although the profile on MySpace was public at first allowing anybody to view it, J.S subsequently changed the profile to private thereby limiting access and generally one could not access the MySpace website from school as it was blocked.164 After learning of the profile, the principal contacted J.S. who admitted to creating the profile and apologised in person and in writing and received a ten-day suspension from school.165
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				The School District claimed that the profile disrupted school because there were general “rumblings” in the school in certain classes where learners were discussing the matter and disturbing the teachers.166 It was also claimed that the principal’s spouse who was a counsellor at the school also experienced some disruptions to her sessions.167 The lower court found that although J.S.’s profile did not cause a “substantial and material” disruption in school, the punishment was constitutionally permissible because the profile was “vulgar and offensive” and the out-of-school conduct had an “effect” at the school.168

				The Supreme Court noted that school officials have to act within the boundaries of their authority and the First Amendment protects the free speech rights of learners in schools.169 The court further remarked that the School District does not have to prove with absolute certainty that substantial disruption will occur, but rather only that the forecast of substantial disruption be reasonable.170 The court, providing several reasons in reaching this particular verdict, found that there was no support for the conclusion that a “forecast” of substantial disruption was reasonable in this case and therefore the school violated the learner’s First Amendment rights.171

				In Saxe v State College Area School District,172 the court found that the school’s harassment policy was vague and overbroad and declared it unconstitutional.173 The court had various reasons for its declaration:

				On first reading of the policy, it appeared to be unconstitutionally vague and overbroad. Some of the definitions of harassment were overbroad and banned “any” forms of conduct.

				The policy banned any conduct that offends another, and this was also deemed overbroad as just because speech is offensive, it does not mean there is a justification to prohibit it.

				The policy could not be saved by a reasonable limiting construction. On a narrow interpretation of the policy, it prohibits any speech that interferes or intends to interfere with the educational performance of the school or that creates or intends to create a hostile environment. This was too broad 
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				as it covers any harassment of any learners without any geographical limitation.

				Although the school argued it had a compelling interest in promoting a safe educational environment, it failed to provide an actual reason as to why it anticipates substantial disruption from the broad application of learner speech prohibited under the policy.

				According to the Tinker case test of substantial disruption, the policy covers substantially more speech than could be reasonably prohibited under this test.174

				The US cases discussed above illustrate unequivocally that freedom of speech is a highly protected right and furthermore that laws will be struck down if they are of a broad application. Speech appears to be protected to a higher degree in the US than in South Africa and cyberbullying cases will not be taken lightly in the US. A substantial disruption of schooling activities is one threshold that can help schools draft their policies; however, such policies cannot be overly broad and penalise non-cyberbullying speech and expression. In terms of South Africa, school governing bodies must ensure that they abide by legislation and the Constitution, so that they act within their powers and not overstep on freedom of expression. The South African Schools Act states that governing bodies must adopt a code of conduct that establishes discipline in the school and such a code must be drafted in consultation with learners and parents and within the confines of the law.175 One should be mindful that not all conduct will constitute cyberbullying and laws and school codes of conduct should not broadly cover online conduct between learners. As cyberbullying has been identified as a serious issue in schools, it may be beneficial for schools to adopt a separate policy that is well-drafted and regularly updated to address both bullying and cyberbullying. Cyberbullying could also be inserted in the Regulations to Prohibit Initiation Practices in Schools, as this would further strengthen its regulation.

				8.	CONCLUSION

				Cyberbullying needs to be regulated to prevent its destructive nature. It is clear that schools have a legal duty to protect its learners during schooling activities. Some studies have revealed that victims of cyberbullying have received low levels of support.176 Some scholars therefore advocate for schools to provide support structures, such as counselling for victims of cyberbullying, as well as ensuring parents and learners sign the codes of conduct for anti-cyberbullying conduct.177 However, ongoing research is necessary to ensure that intervention strategies appropriately protect learners, as cyberbullying seems to evolve with technology.178
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				Although schools have currently been given the power to enact policies and codes of conduct that may regulate cyberbullying, these rules will differ from school to school. It may thus become problematic where cyberbullying is committed across different schools and different policies apply to the same incident. This would create a piecemeal approach and lead to confusion as to which policy will apply. It would, therefore, be beneficial if the South African Schools Act regulate cyberbullying, as this would provide a uniformed approach to cyberbullying in all South African schools. Schools will then have greater clarity as to how to enact their codes of conduct regulating cyberbullying, which in its turn give effect to the legislation. Various scholars have likewise called upon lawmakers to create anti-cyberbullying legislation to protect children from harm.179 Smit suggests that the single best solution would be to enact legislation that specifically regulates cyberbullying.180 Blackwood submits that a clear threshold test regarding cyberbullying will assist both courts and schools in determining what constitutes cyberbullying.181

				It is recommended that the preferred test used to establish cyberbullying is whether it causes a substantial disruption to schooling activities or where there is a significant impact on the learner that requires the school to intervene. This approach is not without problems as one needs to prove a substantial disruption or that a learner has been severely affected by the cyberbullying in order for the school to intervene. The problem that exists is that where there is no substantial disruption or where the cyberbullying effects are minimal on a learner, a learner who is a victim of cyberbullying is still left without a remedy from the school and is forced to take private action in court against the offending learner.

				It is also difficult to assess whether the cyberbullying materialises during a “school activity”. Bearing in mind that sec. 1 of the South African Schools Act defines “school activity” as “any official educational, cultural, recreational or social activity of the school within or outside the school premises”, cyberbullying can be committed outside of school, as long as there is a link to a school activity. There will as a matter of course be instances where cyberbullying is committed outside of school with no link to a school activity. Even so, the effects of the cyberbullying may still reach the school, and as such it should be covered by the South African Schools Act and the relevant school should intervene. The focus may then shift towards the impact of the cyberbullying on the learner.

				There is also a similar problem where the cyberbullying is committed outside of school between two different school learners. In this regard, it is recommended that the South African Schools Act can state that either school will have jurisdiction to discipline the offending learner as the statute should include a uniform approach to regulating cyberbullying. It is clear from the South African literature that schools owe a duty of care towards their learners and one such duty will be to protect them from the harm of cyberbullying.
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				Cyberbullying legislation must be drafted with proper care. As was illustrated in the comparative analysis with the US, if anti-cyberbullying laws are too broad, they may be struck down for being void for vagueness and unduly encroaching on learners’ freedom of expression. Conversely, being too restrictive in defining the conduct will also limit its application and become too narrow. A balancing process is required to ensure that cyberbullying laws are upheld where learners enact prohibited conduct, but at the same time protect and respect freedom of expression. From the US jurisprudence, it is clear that one cannot enact a cyberbullying policy that covers all conduct and expression because such a blanket prohibition is overbroad and unconstitutional.

				Some authors believe blocking and filtering software can assist in preventing cyberbullying, but children may find ways around these blockages and such filters may unduly restrict freedom of expression.182 Freedom of expression is crucial to allow people to express their opinions and ideas. Cyberbullying laws should therefore not prohibit all forms of expression that may pose the threat of being offensive, and broad and overly encompassing wording will in any event be considered void for vagueness. On the other hand, whilst learners have the right to freedom of expression even on the internet, such expression can be limited where they are insulting and harmful towards learners. Not all expression will be constitutionally protected, and cyberbullying should not fall within protected expression due to the destructive harm it can cause towards children.

				Interestingly, one study found that social networks are not the root of the problem, but rather it is attributed to the people themselves for committing cyberbullying and therefore education and awareness are key in preventing cyberbullying.183 Although educating learners regarding the legal ramifications of cyberbullying will aid in its prevention, some scholars suggest that parental monitoring and oversight of their children will also assist in curbing such online incidents.184 Although schools have the ability to educate learners on internet safety, they cannot be solely responsible for this burden, and there needs to be a collective effort from parents, educators, government and even technology companies.185 The South African Human Rights Commission has also stated that children and parents need to play a more active role in ensuring online safety for children. This also suggests, acknowledges even, that schools do not have the capacity to monitor all online activities of their learners, and the responsibility is also given to parents to prevent cyberbullying incidents from occurring. Whilst the Social Media Charter is merely a guiding document for schools, schools should adopt its provisions in terms of online safety and awareness. Furthermore, the Charter provides useful guidance to learners who have suffered cyberbullying and need to pursue a remedy. De Waal submits that learners must be made aware of the school policies and must also take accountability for their actions.186 Some authors suggest that where 
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				the cyberbullying has caused depression or suicidal thoughts or attempts in vicitms, the bully should attend support sessions with the victim to understand the impact of the cyberbullying.187

				Without the aid of specific cyberbullying laws in South Africa, self-regulation remains the next best option in the interim. It is necessary to protect children from harmful online content, one of which is cyberbullying. It is up to lawmakers to safeguard and protect the interests of children and this can be achieved through the South African Schools Act. Such endeavour should not only be considered as significant, but as critically important.
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